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3 Metasploit s Nmap NC sile (g 540 slajll 51 asl g oo HTTP sladio joais (gl
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root@kali: nmap --script=http-methods <arget>

root@kali: nma -p80 --script=http-methods nmap.org

root@kali: nmap -p80 -script=http-methods -script-args  http.useragent="Mozilla 42"

<target>

root@kali: nma -Pn -p80 -n -script=http-methods 173.255.243.189
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:(CommandLine-Interface uq) Metasploit |3 SaS 4 HTTP slasio oudis

root@kali: msfcli scanner/http /options THREADS=1 RHOSTS=173.55.243.189 E
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:URL-Encoding ()
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% das L5 diiees ASOL degane 31 oHla oS ola S5 5 s T 8 g sl yd e 3|
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%3b & ; %25 <~ %

%23 & #

%20 < Space

%00 < null-byte

%3d & =

9%a <& New-Line

http://site.co m/n ews .ph p?id =64%20union%20 all%20sel ect%201,2 3 ,4,5,6,7 %23

._\_afLu 4.:;[,.4 BYS) (5(.&»5.\3.‘ “ ._\:uL;AUA ‘)Lif.t CAPS'IN u.u.SJ Las< ;f..! saaliue LS‘J'.'

http://en.wikip edia.org/wiki /ASCII#ASCII|_printable_characters

http://en.wikip edia.org/wiki /P ercent-enco ding

www.tutorialsp oint.com/html/html_url_encoding.htm

www.rapidtables.com/ode/text/asdi-table.htm

www.bran ah.co m/as ci-converter
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www.ascii.cl/htmlcod es.htm

:Unicode-Encoding
Lo dlagly sidw o) sluddy (idas € aul XK 85, alid S oS S
—0S sy asd luwaly S S X la)liSie, b Bl S S o

:Base64-Encoding

I ¥ pee Sl 5500 Lesls &€ wpdipe sliid (alge 5o il IS5 UGB 02l
csa Slal 5o GlulS sadisliel 5 lageSe il aciusy L1850, sl Basetd
DS e soliiud HTTP Sgs Lo (Basic a3wlSe 51 soliicd s o) ose
28 [l & S ol Gd b el sad suliid hs opl I LT Sl pandts slagh )

W (g o = KK LB S QK g sad () K s,
Before Encoding:
The Web Application Hacker's Handbook
After Encoding:
VGhIIFdIYiBBcHBsaWNhdG IvbiBIYW NrZX n cyBIYWS5kYm9va w=

:HTML-Encoding
HTIML olid 550 gladid, 5o € " 5 ' & & & wiile gbiuy @layiSUS i, cpl
Laii, L HTML glaglal Jals 31 B wS 0 escape o) @ 1) Sed e saliiad
WSS e ol cunn Ladd; gy sad Jleel (50, g e € Graa aS (o ,Ssla

Wed sl

"<hello>worl d </h ello>"
To
"&it;hdlo&gt;world &t;/hello&gt ;"'
www.degraeve.com/ref erence/specialch aracters .php
http:/Awww.as di.cl /htmkcodes.htm

http:/fharactercode.com
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:Hex-Encoding (&

SOl Mlan s3busdlsy 5 o35 4 Basel6 L Hex LIE3e, 51 SUS aad 5 aslen Jomi o
G A e cnl Gpa S eaianglis S SEGIS o 58 S asalsa soliiad [l

050 (s sl Gag 558 Sl OX [l 45 wo waal 2 OX S 388 SXIS gu 58
AXCIl: Alireza-Milani
Hex without Ox 416c6972657a612d4d696c616€69
Hex with Ox: 0)41606972657a612d4d696c616659
Hex with Ox: 0)410x5c0x%590x720x650x7a0x610x2 d0 x4 d0 x690 x6c0 x610x6e0 69

Robots.txt e Js6

b Glecsl 5 Glatia aalsa o S 4o sdiiul su) g0 5o Logac robotsixt Hls 3
IS ol Soby od (See b sk eSSl 5 o (a5 glacky) e sl Sse
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User-ggent: *
Disallow: /

i(Googebot) Lala ol K (s 688l S S 8t (Yl
User-agent: Googlebot

Disallow: /AzinZadeh/

User-ggent: *
Disallow: /*.png$
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root@kali: apt-get install python3 python3-pip libaMl python-utidylib pasero

root@kali: apt-get install python3-pip && sudo pip3 instdl pasero
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1) OWASP (Open Web Application Security Project)

https:/Awww. o wasp.org/index php/OWASP_Testing_Project

https:/Awww.owasp.org/index php/Web _Application_Penetration_Testing

2 PCI DSS (Payment Card Industry Data Security Standard)

http://www.pcico mplianceguid e.org/pci-f ags-2

CRPA UV &) LSJ-"-.‘_);'-,'\

Lo w8 uli reue Lo sinels Luids Jael '
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NIST 800-115 (Technical Guide to Infromation Security Testing and Assesment)
http://csrc.nist.go v /pub lications /PubsSPs .html

http://www.pivet points ecu rity.co m/services /nist

Penetration Testing Framework

http://www.p en-tes ts.co myp en etratio n-testin gframework .ht ml

ISSAF (Information Systems Security Assessment Framework)
http://sourceforge.ne /projects fisstf

OSSTMM (Open Source Secuity Testing Methodology manual)

http://www.is ecom.org/research /oss t mm.html

PTES (Peretration Testing Execution Standard)
http://www.p entes tstandard.org/ndex.php /P TES_Tec hnical_Guid elines
resources.infos ed nstitute.com/p enetration- testin g-method olo gy-w eb- applications
a) Preenggement Interactions
(s b S slow dan) Sl g OlAT) (hablie 5 Sle) Joun asiae (s

b

-

Intelligence Gathering (Information Gathering & Footprinting)
A a8 Hosud peditie danis] 588 5IUT 5 el (5 )slpe
¢) Threat Modding
S bl K JolS cale @ b alS s ansl sty Ml stbens & wsag s
S slagpl s
d

—

Vulnerability Analysis
.)_,:g%“T Lol yu/blay aaS gy € gb (5{.4,‘;[5 oo ead giudil 58S ol ol ls ;ejLﬂ
e) Exploitation & Post Exploitation
o Lyl by Sl s e (25 Sl (ol S gy esins Lagin 40 da8 il 4SalKia
i (B Pl @iluesly b aiSe e RS 08 penddl dagslsS
S bl Koo wil baaa SIS LG S5l st (W) @ @ 5Y0 [da] i
A g | ASU kA edlaa 5 uily (s il G s o0 Kby sba

f) Reporting





