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using System;
using System.Collections.Generic;
using System.Text;
using System.Security.Cryptography;

namespace SecurityLib
public static class PasswordHasher
{
private static SHA1Managed hasher = new SHA1Managed();
public static string Hash(string password)
// convert password to byte array
byte[] passwordBytes =
System.Text.ASCIIEncoding.ASCII.GetBytes(password);

// generate hash from byte array of password
byte[] passwordHash = hasher.ComputeHash(passwordBytes);

// convert hash to string
return Convert.ToBase64String(passwordHash, 0, passwordHash.Length);

}

! secure Hash Algorithm
2 Message Digest



553 Ol i Glusa alaal /aas 3l Jad

wiS «slsl BalloonShop culue s (s4dn, o SecuritylibTester.aspx abs b 1__;3 Sladin K

(S Ol 1 (2,85 Ballonshop s (sdaics)

‘S asls) SecuritylibTester.aspx 4 15 55 o<

<%@ Page Title="SecurityLib Test Page" Language="C#" MasterPageFile=
"~/BalloonShop.master" AutoEventWireup="true" CodeFile="SecurityLibTester
.aspx.cs" Inherits="SecurityLibTester" %>

<asp:Content ID="Content1" ContentPlaceHolderID="head" runat="Server">
</asp:Content>
<asp:Content ID="Content2" ContentPlaceHolder|D="ContentPlace
Holderl1" runat="Server">
Enter your password:<br />
<asp:TextBox ID="pwdBox1" runat="server" />
<br />
Enter your password again:
<br />
<asp:TextBox ID="pwdBox2" runat="server" />
<br />
<asp:Button ID="processButton" runat="server" Text="Process"
OnClick="processButton_Click" />
<br />
<asp:Label ID="result" runat="server" />
</asp:Content>

Ay yual ) awlea | SecurityLibTester.aspx.cs

using System;
using System.Text;
using SecurityLib;

public partial class SecurityLibTester : System.Weh.Ul.Page
protected void processButton_Click(object sender, EventArgs e)

{
string hash1l = PasswordHasher.Hash(pwdBox1.Text);
string hash2 = PasswordHasher.Hash(pwdBox2.Text);
StringBuilder sb = new StringBuilder();
sh.Append("The hash of the first password is: *);
sh.Append(hashl);
sh.Append("<br />The hash of the second password is: ");
sh.Append(hash2);
if (hashl1 == hash2)

sh.Append("<br />The passwords match! Welcome!");
else

sh.Append("<br />Password invalid. "

3

5

L \web page
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+"Armed guards are on their way.");

}
result.Text = sh.ToString();

}
}

S SIS Process (s4aSa 595 s 9 9ols 1 ssse ey 50 «sol38,L 1, SecurityLibTester.aspx .6
ol sk suly olas 16-1 JSs Hu s

[ securitylib Test Page - Windows Intarnet Explorer e |
tyl ag i =
-
@U - [ 8] httpy/www.example.com/SecuritylibTester.aspx 43 ] x| Googte 2 -
e o [@Secuz@uﬂmvage I_I for B oo G T

Welcome!

You are not logged in. Login

Search the Catalog

[Z] Search for all words

Enter your pessword

first p.
Choose a Department Enter your password again’
Anniversary Balloons second password

Balloons for Children Process

The hash of the first password is: Lagt/yBréwbyW3HrTZBhaS2gghk=

The hash of the second password is: wS4 SXJbFWOYWVR7MFOcWGCDxU=
Password invalid. Armed guards are on their way. |

Cart summary (view details)
1 x Smiley Kiss Red Balloon
1 x Toy Story

Total: $25 98

Sl A B yaad 50 s sae ey stain 16-1 K

PasswordHasher (uis (s jleoalas iyl i g,

058 ey OIS adsanss sl opl O Gy € olaalS PasswordHasher (WIS u s ge S
..L\Su.a JL.UJ ‘J ‘a:m‘J G-L"AJ:
sly sse e, i, System.Text.ASClIEncoding.ASCI.GetBytes S wie ) soléial Ll
WS e o b sul] Sl sl

// convert password to byte array

byte[] passwordBytes =
System.Text.ASCIIEncoding.ASCII.GetBytes(password);

selLl K wlss sl ((SHALIManaged 3 < g3 S5) hasher (SIisl oo gpod sese 51 Gunw
S oo solii) cenyuan e b

// generate hash from byte array of password
byte[] passwordHash = hasher.ComputeHash(passwordBytes);

Joass Gy S 0l sud as yuaa 0 oS Lonvert.ToBase64String (SeoS il 5l suliie) b Lk Lo

il S e 1) 4o 5 S oo
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// convert hash to string
return Convert.ToBase64String(passwordHash, 0, passwordHash.Length);

G ) wias e aladl 1) e yaana LIS oS NET Framework o ssa e slagudS (s4an
@l S o suliinl (a5 B sull S o) aasanss S8 S 38 S (5l ComputeHash
S e gl S 3l 650 lasS L | hasher asl 55 e caa s pass gedlal Gl 33l
i sl )
public static class PasswordHasher
private static SHA512Managed hasher = new SHA512Managed();

}

WS oo wlio aa L1, Ladasis 5 aa paasu ;) Hsue 3o, gu SecuritylibTest.aspx seaio
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e pad WK Al Lol e, WS 0 sl el 515, ¢l o O Wl
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2) pliSye; W 5 (epae wK) 185, WS wlead 51850, egac W
5 o WK Gpk e S aal Lhes 5 Bldanly aa il JSE0 (el
il crats %00 5l suliial b a5 oo aliS 58« pm gund

! Symmetric encryption
2 Asymmetric encryption
3 public Key

* Private Key
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3 S5, Bl pesad W (Jlhas glael Jad 5 LaglSe (A bo
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! Digital Signature Algorithm
2 Rivest-Shamir-Adleman— Ronald Rivest Adi Shamir & Leonard Adleman(gle s ool o)

3 Data Encryption Stan-dard
4 Triple DES
5 Ron’s Code L Rivest’s Cipher

® John Daemen 9 Vincent Rijman- ;1 ;le 53 ol
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initialization vector
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http://en.wikipedia.org/wiki/Block_cipher_modes_of_operation
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Gie ) anlg ) sad olaShe, slasals wla sl (Slen oloa O sulinal e

(S solaie) i, S olgie 4 ladass 38 S (5l s StreamReader.ReadToEnd

L e 93 oo SEriNgENCIYptor o usa g0 oS 5 3 5ud oo sul&i) DES 31 Balloonshop ge5 s o
solinl BB wwd Gadidie Cpl 3 G S slaats, KI5 alaSHa gl B ol Sl S

sl
StringENCryptor udls (s jlessabas | (s pal

OV 41y ) oS 5 su 38l Securitylib (g4 5y 4 StringEncryptorException ab L smas IS 1
awla bl
using System;
using System.Collections.Generic;

using System.Text;
namespace SecurityLib

public class StringEncryptorException : Exception

public StringEncryptorException(string message)
: base(message)

}
}
}

Iy 25 slass 5 i slal Securitylib g4k sy 4 StringEncryptor ol b (s S0 was (IS 2
lanlsile T &

using System;
using System.Collections.Generic;
using System.Text;
using System.Security.Cryptography;
using System.lO;

namespace SecurityLib
public static class StringEncryptor
public static string Encrypt(string sourceData)

// set key and initialization vector values

byte[] key = new byte[] {1, 2,3,4,5,6,7,8};

byte[] iv=new byte[]{1, 2,3,4,5,6,7,8};

try
// convert data to byte array
byte[] sourceDataBytes =

System.Text.ASCIIEncoding.ASCII.GetBytes(sourceData);

// get target memory stream
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MemoryStream tempStream = new MemoryStream();

// get encryptor and encryption stream
DESCryptoServiceProvider encryptor =
new DESCryptoServiceProvider();
CryptoStream encryptionStream =
new CryptoStream(tempStream,
encryptor.CreateEncryptor(key, iv),
CryptoStreamMode.Write);
// encrypt data
encryptionStream.Write(sourceDataBytes, 0,
sourceDataBytes.Length);
encryptionStream.FlushFinalBlock();
// put data into byte array
byte[] encryptedDataBytes = tempStream.GetBuffer();

// convert encrypted data into string
return Convert.ToBase64String(encryptedDataBytes, 0,
(int)tempStream.Length);

catch

throw new StringEncryptorException(
"Unable to encrypt data.");

}
}
public static string Decrypt(string sourceData)

// set key and initialization vector values
byte[] key = new byte[]{1, 2, 3,4,5,6,7,8};
byte[] iv=new byte[]{ 1, 2, 3,4,5,6,7,8};
try

// convert data to byte array
byte[] encryptedDataBytes =
Convert.FromBase64String(sourceData);

// get source memory stream and fill it
MemoryStream tempStream =
new MemoryStream(encryptedDataBytes, 0,
encryptedDataBytes.Length);

// get decryptor and decryption stream
DESCryptoServiceProvider decryptor =
new DESCryptoServiceProvider();
CryptoStream decryptionStream =
new CryptoStream(tempStream,
decryptor.CreateDecryptor(key, iv),
CryptoStreamMode.Read);
// decrypt data
StreamReader allDataReader =
new StreamReader(decryptionStream);
return allDataReader.ReadToEnd();

catch

throw new StringEncryptorException(
"Unable to decrypt data.");
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}
}
}
}

5 S Gl BalloonShop (e 5 5 (s4udn ;4 SecuritylibTester2.aspx abs b wua stadin S
lanlsile ol 1) 5 S

<%@ Page Title="SecurityLib Test Page 2" Language="C#" MasterPageFile=
"~/BalloonShop.master" AutoEventWireup="true"
CodeFile="SecurityLibTester2.aspx.cs" Inherits="SecurityLibTester2" %>

<asp:Content ID="Content1" ContentPlaceHolderID="head" runat="Server">
</asp:Content>
<asp:Content ID="Content2" ContentPlaceHolder|D="ContentPlace
Holderl" runat="Server">

Enter data to encrypt:

<br />

<asp:TextBox ID="encryptBox" runat="server" />

<br />

Enter data to decrypt:

<br />

<asp:TextBox ID="decryptBox" runat="server" />

<br />

<asp:Button ID="processButton" runat="server" Text="Process"
OnClick="processButton_Click" />

<br />

<asp:Label ID="result" runat="server" />
</asp:Content>

A ol ) aile | SecurityLibTester2.aspx.cs ju o sa g0 oS

using System;
using System.Text;
using SecurityLib;
public partial class SecurityLibTester2 : System.Web.Ul.Page

protected void processButton_Click(object sender, EventArgs e)

string stringToEncrypt = encryptBox.Text;
string stringToDecrypt = decryptBox.Text;
string encryptedString =
StringEncryptor.Encrypt(stringToEncrypt);
if (stringToDecrypt =="")

stringToDecrypt = encryptedString;

string decryptedString =
StringEncryptor.Decrypt(stringToDecrypt);

StringBuilder sb = new StringBuilder();
sh.Append("Encrypted data: ");
sh.Append(encryptedString);
sh.Append("<br />Decrypted data: );
sh.Append(decryptedString);
result.Text = sh.ToString();

3

4
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1‘_,.SL_4 eSS il Hu Al S oLl ey sl i (518 ,L 1, SecurityLibTester2.aspx .5
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Welcomel

You are not logged in. Login

Search the Catalog

| lied

[C] Search for all words

Enter data to encrypt:
super secret data
Enteridataito dacrypts

Choose a Department

Anniversary Balloons

Balloons for Children Process
Encrypted data: UdMzT1bje6XGCDQRRAFirfxmFoOL4bP3
Decrypted data: super secret data

Cart summary (view details)
1 x Toy Story

Total: $12.99

Gy oIS e (staais 16-2 <

StringEncryptor uwds s jlasalus i,ls g,

1505 () «S (Decrypt 5 Encrypt) wils o saiSIyidl aie o sl ks StringEncryptor (.S
(‘aflsu.a PSS doly) s |J Koy KE Qﬁ‘ 3‘ ‘Q‘JS)A) J:\J;‘_;A salaial u:vl.ﬁsb.n‘) K)
ST 1y LIS (sl e, Lu sad solaiul IV 5 key (sl Db sal,] g0 ci,as L Encrypt ais
S oo
public static string Encrypt(string sourceData)
// set key and initialization vector values
byte[] key = new byte[]{1, 2, 3,4,5,6,7,8};
byte[] iv=new byte[1{1, 2, 3,4,5,6,7,8};
walsd o € Gl & s LaghT pl ad ailil Sse slajliie b ol so e datl Lo
ol € waal aals s Ho sl ddals S Hlale ja widl g e Aalye andl adls

. text box
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liy 5aas o150, w31 iy Slgeds dV galy] € spdie aladl Jals ool 4 LIS ol
e M‘J—‘; CJJL&:.A;LA‘)‘A;.QC).“(.&;S:\SAJJ‘AZA éJMJJ‘JQTﬁ‘&JJMQ A;SL;Q

ol wad slalhey slasols glacels a5 oS slasd a0 ool pogie Gl © Jae Lo ol

..\:\\9.4.':'.- GJtSCAJ-HJ

S Lo ol 3 ohy € (Bse slaslilie € S solitud 1 oBush slasliie wl Jdls Grests
‘sl.:(s‘..«.aé BEICK T LSLAA:A K] Léuu)ls )‘ J:.tl‘J:uA ‘LAJ‘J;A J:u."q C)ﬂ‘ d‘-%ﬁ‘ 6‘)_\ -J:\J‘S bdul.u‘
(i€ o0 Bolas (sl lute w55 oo L) wiS suliinl System.Security.Cryptography

S go slasS (aan to ba S alls ) ol sud dblaltry...catch Sl K o (sl ey S
S @i i, oas L) WS e JLis 1 Gy stlase s sad s slaalS (Sl ol 5o
(s oo Slel (b sal,l
try
// convert data to byte array

byte[] sourceDataBytes =
System.Text.ASCIIEncoding.ASCII.GetBytes(sourceData);

suds (5 10850y (gouly HuSe Al gl S Bu S e cA8,laie MemoryStream e i Ko Gupes
JJ.A.:ZI‘:A sl

// get target memory stream
MemoryStream tempStream = new MemoryStream();

(DESCryptoServiceProvider LIS 51 € sad s wyse ol La) wls | sui€ 6,18 e, ¢ o o 6S)
soliicl CryptoStream ¢ oo Ko aal g3 (gl (ad al s ol 51 Gy S IV g key ol pen ) o 51

// get target memory stream
MemoryStream tempStream = new MemoryStream();

// get encryptor and encryption stream
DESCryptoServiceProvider encryptor =
new DESCryptoServiceProvider();
CryptoStream encryptionStream =
new CryptoStream(tempStream,
encryptor.CreateEncryptor(key, iv),
CryptoStreamMode.Write);

«S) MemoryStream o 1, b sul,] e aag e aladl ], 28l )8 30, S (gaas ad

s b g (050 2 alaal 0l 51 Gy

// encrypt data

encryptionStream.Write(sourceDataBytes, 0,
sourceDataBytes.Length);

encryptionStream.FlushFinalBlock();
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i S plasals ( Slsal s ol Gsws ol (555> FlushFinalBlock (S sal 58 (aan ol 5o
s Bla CryptoStream 350 51 ol (Sae i

raas o L58 Bb 0l T S a1, T g su S @b o MemoryStream 1 1, Lasols (use

// put data into byte array
byte[] encryptedDataBytes = tempStream.GetBuffer();

Tl S e 15 T 89S s iy S 0 1, (L sulLT @l bl Lo

// convert encrypted data into string
return Convert.ToBase64String(encryptedDataBytes, 0,
(int)tempStream.Length);

laay oo &, StringEncryptorException i) S was 5 plba il s ol (b 5 S
catch

throw new StringEncryptorException(
"Unable to encrypt data.");

}
}
Sob S JEml Bl Ga) IV g key olaisl aslie boal Encrypt aiilaa (LA Decrypt uis
S oo oS b sulLT 1) e 435 5 g5 <0 (Try..Catch
public static string Decrypt(string sourceData)

// set key and initialization vector values
byte[] key = new byte[]{1, 2, 3,4,5,6,7,8};
byte[] iv=new byte[1{1, 2, 3,4,5,6,7,8};
try

// convert data to byte array
byte[] encryptedDataBytes =
Convert.FromBase64String(sourceData);

S daad opl oo famm s OF sus 2 ST sla @) Bl e Gloa S ) CryptoStream (5o

T s pie b LT ool b S wsls Sl Gloa

// get source memory stream and fill it
MemoryStream tempStream = new MemoryStream(encryptedDataBytes, 0,
encryptedDataBytes.Length);

&) CryptoStreamMode.Read as o CreateDecryptor sie 51 .cwcl sobs b 50 (gans S
A o suliieal olES sy oS addie

// get decryptor and decryption stream
DESCryptoServiceProvider decryptor =
new DESCryptoServiceProvider();
CryptoStream decryptionStream =
new CryptoStream(tempStream,
decryptor.CreateDecryptor(key, iv),
CryptoStreamMode.Read);
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CryptoStream 51 &5 u 1 sadig )18 50y slasals StreamReader ¢ oi S 51 soliil b plasl e
paliens KA g su S cbbou | suls was oo oplal ek 4 (As K& w0 ) w0 @il o
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1aas oo &, StringEncryptorException Lt o was ¢, cablisl

// decrypt data

StreamReader allDataReader =

new StreamReader(decryptionStream);
return allDataReader.ReadToEnd();

}
Catch

throw new StringEncryptorException(
"Unable to decrypt data.");
}

}

o) oS aS ol 5 ai€ o ola€hey 5 I8 e, 1, Lasuls Sl] & (LIS ol (sl (sidie oS
o S € oS o O olida mas ¢ @l Galely el ol Sl (WS
SecureCard (IS o Saslsl Securelib slastsS slasl o ‘Ali oAl s la 1, StringEncryptor

il oo

SecureCard (uMs (s jlasubas | (o pai

4l Securitylib g4 o 4 1, SecureCardexception.cs alies 5y oS b waa (IS S
RS
using System;
namespace SecurityLib
public class SecureCardException : Exception

public SecureCardException(string message)
: base(message)

}
}
}

LS slal Securitylib (e gy 0 5 slasS L1, SecureCard.cs abias (5,50 was Jls 2
using System;
using System.Collections.Generic;

using System.Text;
using System.Xml;

namespace SecurityLib

public class SecureCard
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private bool isDecrypted = false;

private bool isEncrypted = false;

private string cardHolder;

private string cardNumber;

private string issueDate;

private string expiryDate;

private string issueNumber;

private string cardType;

private string encryptedData;

private XmIDocument xmlICardData;
public SecureCard(string newEncryptedData)

// constructor for use with encrypted data
encryptedData = newEncryptedData;
DecryptData();

public SecureCard(string newCardHolder,
string newCardNumber, string newlssueDate,
string newExpiryDate, string newlssueNumber,
string newCardType)

// constructor for use with decrypted data
cardHolder = newCardHolder;
cardNumber = newCardNumber;
issueDate = newlssueDate;
expiryDate = newExpiryDate;
issueNumber = newlssueNumber;
cardType = newCardType;
EncryptData();

}

private void CreateXml()

// encode card details as XML document
xmlCardData = new XmIDocument();
XmlElement documentRoot =

xmlCardData.CreateElement("CardDetails");
XmlElement child;

child = xmlCardData.CreateElement("CardHolder");
child.InnerXml = cardHolder;
documentRoot.AppendChild(child);

child = xmICardData.CreateElement(*CardNumber");
child.InnerXml = cardNumber;
documentRoot.AppendChild(child);

child = xmICardData.CreateElement(*IssueDate");
child.InnerXml = issueDate;
documentRoot.AppendChild(child);

child = xmlCardData.CreateElement("ExpiryDate");
child.InnerXml = expiryDate;
documentRoot.AppendChild(child);
child = xmlCardData.CreateElement("IssueNumber");
child.InnerXml = issueNumber;
documentRoot.AppendChild(child);
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child = xmlCardData.CreateElement("CardType");
child.InnerXml = cardType;
documentRoot.AppendChild(child);
xmlCardData.AppendChild(documentRoot);

}

private void ExtractXml()

// get card details out of XML document
cardHolder =
xmlCardData.GetElementsByTagName(
"CardHolder").ltem(0).InnerXml;
cardNumber =
xmlCardData.GetElementsByTagName(
"CardNumber").Iltem(0).InnerXml;
issueDate =
xmlCardData.GetElementsByTagName(
"IssueDate").Iltem(0).InnerXml;
expiryDate =
xmlCardData.GetElementsByTagName(
"ExpiryDate").Item(0).InnerXml;
issueNumber =
xmlCardData.GetElementsByTagName(
"IssueNumber").ltem(0).InnerXml;
cardType =
xmlCardData.GetElementsByTagName(
"CardType").Item(0).InnerXml;

private void EncryptData()

{
try

{
// put data into XML doc
CreateXml();
// encrypt data
encryptedData =
StringEncryptor.Encrypt(xmlCardData.OuterXml);
// set encrypted flag
isEncrypted = true;

catch

throw new SecureCardException("Unable to encrypt data.");
}
}

private void DecryptData()

{
try

{
// decrypt data
xmlCardData = new XmIDocument();
xmlCardData.InnerXml =

StringEncryptor.Decrypt(encryptedData);

// extract data from XML
ExtractXml();
// set decrypted flag
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isDecrypted = true;
catch

throw new SecureCardException("Unable to decrypt data.");

}
}

public string CardHolder
get
{ if (isDecrypted)
return cardHolder;
else

throw new SecureCardException("Data not decrypted.");

}
}
}

public string CardNumber
get
if (isDecrypted)
return cardNumber;
else
throw new SecureCardException("Data not decrypted.");

}}

}

public string CardNumberX
get

if (isDecrypted)

return "XXXX-XXXX-XXXX-"
+ cardNumber.Substring(cardNumber.Length - 4, 4);

else
throw new SecureCardException("Data not decrypted.");
}}
}
public string IssueDate
get
if (isDecrypted)
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return issueDate;
else
throw new SecureCardException("Data not decrypted.");
}}
}
public string ExpiryDate
get
if (isDecrypted)
{return expiryDate;
else

throw new SecureCardException("Data not decrypted.");

}
}
}

public string IssueNumber
get
if (isDecrypted)
return issueNumber;
else
throw new SecureCardException("Data not decrypted.");
}}
}
public string CardType
get
L
if (isDecrypted)
return cardType;
else

throw new SecureCardException("Data not decrypted.");

}
}
}

public string EncryptedData

get
{
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if (isEncrypted)
{
return encryptedData;
else

throw new SecureCardException("Data not decrypted.");

}
}
}
}

Edny 58 ) s 5 olalais b |, SecuritylibTesterd.aspx ali 4 was 0y stade S
‘auS sl BalloonShop

<%@ Page Title="SecurityLib Test Page 3" Language="C#" MasterPageFile=
"~/BalloonShop.master" AutoEventWireup="true" CodeFile="SecurityLib
Tester3.aspx.cs" Inherits="SecurityLibTester3" %>

<asp:Content ID="Content1" ContentPlaceHolderID="head" runat="Server">
</asp:Content>
<asp:Content ID="Content2" ContentPlaceHolderID="ContentPlaceHolder1"
runat="Server">
Card holder:<br />
<asp:TextBox ID="cardHolderBox" runat="server" />
<br />
Card number:<br />
<asp:TextBox ID="cardNumberBox" runat="server" />
<br />
Issue date:<br />
<asp:TextBox ID="issueDateBox" runat="server" />
<br />
Expiry date:<br />
<asp:TextBox ID="expiryDateBox" runat="server" />
<br />
Issue number:<br />
<asp:TextBox ID="issueNumberBox" runat="server" />
<br/>
Card type:<br />
<asp:TextBox ID="cardTypeBox" runat="server" />
<br />
<asp:Button ID="processButton" runat="server" Text="Process"
OnClick="processButton_Click" />
<br />
<asp:Label ID="result" runat="server" />
</asp:Content>

duay il sy aulaa |, SecuritylibTester3.aspx.cs ju o s g0 &S
using System;
using System.Text;
using SecurityLib;
public partial class SecurityLibTester3 : System.Web.Ul.Page
protected void processButton_Click(object sender, EventArgs e)

SecureCard encryptedCard =

4
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new SecureCard(cardHolderBox.Text, cardNumberBox.Text,
issueDateBox.Text, expiryDateBox.Text,issueNumberBox.Text,
cardTypeBox.Text);

string encryptedData = encryptedCard.EncryptedData;

SecureCard decryptedCard = new SecureCard(encryptedData);

string decryptedData = string.Format(
{0}, {1}, {2}, {3}, {4}, {5}",
decryptedCard.CardHolder, decryptedCard.CardNumber,
decryptedCard.IssueDate, decryptedCard.ExpiryDate,
decryptedCard.IssueNumber, decryptedCard.CardType);

StringBuilder sb = new StringBuilder();

sb.Append("Encrypted data:<br />");

sh.Append("<textarea style=\"width:400px;height:150px;\">");

sb.Append(encryptedData);

sh.Append("</textarea><br />Decrypted data:");

sb.Append(decryptedData);

result.Text = sh.ToString();

}
}

ESS 555 9 s I8y gl 1y @€ eliia (138G I, SecurityLibTester3.aspx .5
ol sk suly Lis 16 — 3 S Lo et . uiS SIS Process

@ Securitylib Test Page 3 - Windows Internet Explorer e
N

@U ~ [ ] nttpy/Awwow example.com/SecuritylibTester3.aspx -|4,J x || Google o -

CEE ) I@Securiﬁy{ib'{ﬁi?ﬁgz} ]_I BB &7

nel

You are not logged in. Login

Search the Catalog

[T Search for all words

Card rdlers

John Doe
Choose a Department Cardnumber
Anniversary Balloons 123456789
Balloons for Children Issue date:

08/0
Expirydate:
1010

Cart summary (view details)

1 x Toy Story
B e

Total: $12.99
Cadtypess
VISA

Encrypted data:

SulnHJZdouynA6sghIVxMTI/XxWCZ51R/ fozvlvl/oBATSQP =
US5/KB+QY18J¥BeK63r I yWNE481y9gRmON+Dmaig0F+nZAgV
JGXKZMZrgLbégvLET8r8jns+3Kzfbpolp9fUt4T6tBUKOXDA
AYFeukXN53h5yGRCBozZ171RRXSypzta/HMLxAYTPRFp3QK
qecpk54guYTaUybAER1X1ECEEZy80vSLQT£ZXn/ 6civiPmu
Hdn6LO3W5wd+LBvQ+QI S3pRETSVkhEAY=

Decrypted data: John Doe, 123456789, 08/08, 10/10, , VISA
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