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      Balloonshop   
   Checkout   .

      
                  

       :    
                 

)Login(. 
                   

)               Logout   
    Session    (      .

                 
              .

            Balloonshop 
  .  

  1    Balloonshop   
       .   11  12    :    

                   
       .  )   Login.aspx(    

   2 Administrators              
   .          )   

      (  3    ) Login.ascx(    .  

1 Scheme 
2 Role 
3 user control 
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                .    
         ;          )
Customers (  .             

)     (            
  )              

               ...      
                 
  ...      .(             

                 .    
                     

  .        ASP.Net       
   1  )       (      
  .                

web.config      .           
        )         11  

    (            ) Hash  (
.                 

              .    
                .      

                  
                   .   

              .     
     ASP.NET forms authentication system   .   

              .     
            .       
          .     

               :  

1 user profile 
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  1       
                   

          

   ShoppingCart.ascx              
Checkout.aspx .    

  SecurityLib  
        :  

     
      

                SecurityLib )   
  App_Code    (    .        
               .  
                       

                .     
              2    SecurityLib 

     .Visual Web Developer Express       3    
               Visual C# Express 
    Visual Studio  .    

  SecurityLib      :  
 PasswordHasher.cs   :PasswordHasher         4 

  Hash               .    
 SecureCard.cs   :SecureCard            .

               

1 Schema 
2 namespace 
3 class library 
4 Shared method 
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    .            
         .       

 SecureCardException.cs  :           
    .)  SecureCardException (   SecureCard  

  .
 StringEncryptor.cs :)     StringEncryptor(    SecureCard  

          .        
               )   
 SecureCard  .(

 StringEncryptorException.cs  : StringEncryptorException     
      StringEncryptor .   

                  
         .  

    
                      

     .         :  
            1  2  .
                     .
                   .

             )   (      
     .               

           .     
                    

 .    System.Security.Cryptography        

1 byte array 
2 Serializing 
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   )          .( SHA1 1  MD5
2  

         .NET Framework  .  SHA1   
  160        MD5   128        
SHA1     MD5  .(   ) .NET Framework    

  SHA1     )     512  .(  
   SecureLib   SHA1          ) 

            .(         
) (PasswordHasher .    

:    PasswordHasher  
  

1.       App_Code     SecurityLib    .
2.       PasswordHasher.cs   SecurityLib       

:   
using System;
using System.Collections.Generic;
using System.Text;
using System.Security.Cryptography;

namespace SecurityLib
{
public static class PasswordHasher
{
private sta c SHA1Managed hasher = new SHA1Managed();

public static string Hash(string password)
{
// convert password to byte array
byte[] passwordBytes =
System.Text.ASCIIEncoding.ASCII.GetBytes(password);

// generate hash from byte array of password
byte[] passwordHash = hasher.ComputeHash(passwordBytes);

// convert hash to string
return Convert.ToBase64String(passwordHash, 0, passwordHash.Length);

      } 
    } 
  } 

1 Secure Hash Algorithm 
2 Message Digest 
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3.    1   SecurityLibTester.aspx      BalloonShop   
)   Ballonshop  (    .

4.     SecurityLibTester.aspx :  
<%@ Page Title="SecurityLib Test Page" Language="C#" MasterPageFile=
"~/BalloonShop.master" AutoEventWireup="true" CodeFile="SecurityLibTester
.aspx.cs" Inherits="SecurityLibTester" %>

<asp:Content ID="Content1" ContentPlaceHolderID="head" runat="Server">
</asp:Content>
<asp:Content ID="Content2" ContentPlaceHolderID="ContentPlace

Holder1" runat="Server">
Enter your password:<br />
<asp:TextBox ID="pwdBox1" runat="server" />
<br />
Enter your password again:
<br />
<asp:TextBox ID="pwdBox2" runat="server" />
<br />
<asp:Button ID="processButton" runat="server" Text="Process"

OnClick="processButton_Click" />
<br />
<asp:Label ID="result" runat="server" />

</asp:Content>

5. SecurityLibTester.aspx.cs :     
  

using System;
using System.Text;
using SecurityLib;

public partial class SecurityLibTester : System.Web.UI.Page
{
protected void processButton_Click(object sender, EventArgs e)
{
string hash1 = PasswordHasher.Hash(pwdBox1.Text);
string hash2 = PasswordHasher.Hash(pwdBox2.Text);
StringBuilder sb = new StringBuilder();
sb.Append("The hash of the first password is: ");
sb.Append(hash1);
sb.Append("<br />The hash of the second password is: ");
sb.Append(hash2);
if (hash1 == hash2)
{
sb.Append("<br />The passwords match! Welcome!");

}
else
{
sb.Append("<br />Password invalid. "

1 web page 
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+ "Armed guards are on their way.");
}
result.Text = sb.ToString();

}
}

6. SecurityLibTester.aspx             Process  .  
   1 -16 .    

  
 1-16 .        

:      PasswordHasher  

    PasswordHasher             
     .  

      System.Text.ASCIIEncoding.ASCII.GetBytes      
         :  

// convert password to byte array 
byte[] passwordBytes =

System.Text.ASCIIEncoding.ASCII.GetBytes(password);

     hasher    )SHA1Managed     (  
     :   

// generate hash from byte array of password
byte[] passwordHash = hasher.ComputeHash(passwordBytes);

       Convert.ToBase64String          
      :  
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// convert hash to string
return Convert.ToBase64String(passwordHash, 0, passwordHash.Length);

      .NET Framework           
ComputeHash                 .

       hasher           .
:     

public static class PasswordHasher
{
private sta c SHA512Managed hasher = new SHA512Managed();
...

}

       512     .  
   SecurityLibTest.aspx                .  

  
                  .

            .         
:  
  1    :          .
   2      :      

   .       3      
        .       4 

                 
     .   )    (  )

(              .    
            .

1 Symmetric encryption 
2 Asymmetric encryption 
3 Public Key 
4 Private Key
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    .             
                   

  .      .        
   Balloonshop            

    .               
           )       

 .(      
     .        .NET Framework 

           System. Security.Cryptography  .  
       :  DSA

1  RSA
2 .     .NET

Framework   :  DES
3 4

3DES 5
RC2  Rijndael

6.  
                 

     .     .NET Framework       
           .        

)Key)     (7
IV( .       IV   

           .IV         

1 Digital Signature Algorithm 
2 Rivest Shamir Adleman  – Ronald Rivest Adi Shamir & Leonard Adleman(   ) 
3 Data Encryption Stan dard
4 Triple DES
5 Ron’s Code Rivest’s Cipher
6 John Daemen Vincent Rijman    
7 initialization vector 

  
             

       .       
     .  
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   .      IV  Key        1   
    DES 64 ) 8  .   (  

                 :  
         
     
               ) 

ICryptoTransform  .(  key  IV  
      )        CryptoStream .(

                 
           

                  
            

        
   .     

       :  
         
         
     
    )        CryptoStream.(  

                 
         

1 byte array

  
             

:    
     http://en.wikipedia.org/wiki/Block_cipher_modes_of_operation 
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        )       
StreamReader.ReadToEnd    .(       

   Balloonshop  DES        StringEncryptor    
                 

.  
  

:     StringEncryptor 
  

1.     StringEncryptorException    SecurityLib        
:  

using System;
using System.Collections.Generic;
using System.Text;

namespace SecurityLib
{
public class StringEncryptorException : Exception
{
public StringEncryptorException(string message)
: base(message)

{
}

}
}

2.      StringEncryptor     SecurityLib       
  :

using System;
using System.Collections.Generic;
using System.Text;
using System.Security.Cryptography;
using System.IO;

namespace SecurityLib
{
public static class StringEncryptor
{
public static string Encrypt(string sourceData)
{
// set key and initialization vector values
byte[] key = new byte[] { 1, 2, 3, 4, 5, 6, 7, 8 };
byte[] iv = new byte[] { 1, 2, 3, 4, 5, 6, 7, 8 };
try
{
// convert data to byte array
byte[] sourceDataBytes =
System.Text.ASCIIEncoding.ASCII.GetBytes(sourceData);

// get target memory stream
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MemoryStream tempStream = new MemoryStream();

// get encryptor and encryption stream
DESCryptoServiceProvider encryptor =
new DESCryptoServiceProvider();

CryptoStream encryptionStream =
new CryptoStream(tempStream,
encryptor.CreateEncryptor(key, iv),
CryptoStreamMode.Write);

// encrypt data
encryp onStream.Write(sourceDataBytes, 0,
sourceDataBytes.Length);

encryptionStream.FlushFinalBlock();
// put data into byte array
byte[] encryptedDataBytes = tempStream.GetBuffer();

// convert encrypted data into string
return Convert.ToBase64String(encryptedDataBytes, 0,
(int)tempStream.Length);

}
catch
{
throw new StringEncryptorException(
"Unable to encrypt data.");

}
}

public static string Decrypt(string sourceData)
{
// set key and initialization vector values
byte[] key = new byte[] { 1, 2, 3, 4, 5, 6, 7, 8 };
byte[] iv = new byte[] { 1, 2, 3, 4, 5, 6, 7, 8 };
try
{
// convert data to byte array
byte[] encryptedDataBytes =
Convert.FromBase64String(sourceData);

// get source memory stream and fill it
MemoryStream tempStream =
new MemoryStream(encryptedDataBytes, 0,
encryptedDataBytes.Length);

// get decryptor and decryption stream
DESCryptoServiceProvider decryptor =
new DESCryptoServiceProvider();

CryptoStream decryptionStream =
new CryptoStream(tempStream,
decryptor.CreateDecryptor(key, iv),
CryptoStreamMode.Read);

// decrypt data
StreamReader allDataReader =
new StreamReader(decryptionStream);

return allDataReader.ReadToEnd();
}
catch
{
throw new StringEncryptorException(
"Unable to decrypt data.");
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}
}

}
}

3.       SecurityLibTester2.aspx      BalloonShop    
     :

<%@ Page Title="SecurityLib Test Page 2" Language="C#" MasterPageFile=
"~/BalloonShop.master" AutoEventWireup="true"
CodeFile="SecurityLibTester2.aspx.cs" Inherits="SecurityLibTester2" %>

<asp:Content ID="Content1" ContentPlaceHolderID="head" runat="Server">
</asp:Content>
<asp:Content ID="Content2" ContentPlaceHolderID="ContentPlace
Holder1" runat="Server">
Enter data to encrypt:
<br />
<asp:TextBox ID="encryptBox" runat="server" />
<br />
Enter data to decrypt:
<br />
<asp:TextBox ID="decryptBox" runat="server" />
<br />
<asp:Button ID="processButton" runat="server" Text="Process"

OnClick="processButton_Click" />
<br />
<asp:Label ID="result" runat="server" />

</asp:Content>

4.    SecurityLibTester2.aspx.cs   :   
using System;
using System.Text;
using SecurityLib;

public partial class SecurityLibTester2 : System.Web.UI.Page
{
protected void processButton_Click(object sender, EventArgs e)
{
string stringToEncrypt = encryptBox.Text;
string stringToDecrypt = decryptBox.Text;
string encryptedString =
StringEncryptor.Encrypt(stringToEncrypt);
if (stringToDecrypt == "")
{
stringToDecrypt = encryptedString;

}
string decryptedString =
StringEncryptor.Decrypt(stringToDecrypt);

StringBuilder sb = new StringBuilder();
sb.Append("Encrypted data: ");
sb.Append(encryptedString);
sb.Append("<br />Decrypted data: ");
sb.Append(decryptedString);
result.Text = sb.ToString();

}
}
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5. SecurityLibTester2.aspx   .         1 
 (        )       Process   .

   2 -16 .    

 2-16 .     

:      StringEncryptor  

 StringEncryptor        )Encrypt  Decrypt    (
             )  ( .  

 Encrypt        key  IV        
 :  

public static string Encrypt(string sourceData)
{
// set key and initialization vector values
byte[] key = new byte[] { 1, 2, 3, 4, 5, 6, 7, 8 };
byte[] iv = new byte[] { 1, 2, 3, 4, 5, 6, 7, 8 };

           .        
       .            
           )   .(     

1 text box 
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            IV         
    .               

                    
 .    

                  
      .             

System.Security.Cryptography )        .(   
     try...catch   )     .(    

                )      
     :(  

try
{
// convert data to byte array
byte[] sourceDataBytes =
System.Text.ASCIIEncoding.ASCII.GetBytes(sourceData);

    MemoryStream            
  :  

// get target memory stream
MemoryStream tempStream = new MemoryStream();

            )  DESCryptoServiceProvider (
  )   key  IV           (    CryptoStream  

 :  
// get target memory stream
MemoryStream tempStream = new MemoryStream();

// get encryptor and encryption stream
DESCryptoServiceProvider encryptor =
new DESCryptoServiceProvider();

CryptoStream encryptionStream =
new CryptoStream(tempStream,
encryptor.CreateEncryptor(key, iv),
CryptoStreamMode.Write);

         :       MemoryStream  )
(        :  

// encrypt data
encryp onStream.Write(sourceDataBytes, 0,
sourceDataBytes.Length);

encryptionStream.FlushFinalBlock();
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    FlushFinalBlock      .    
     CryptoStream  .    
     MemoryStream             :  

// put data into byte array
byte[] encryptedDataBytes = tempStream.GetBuffer();

                :  
// convert encrypted data into string

return Convert.ToBase64String(encryptedDataBytes, 0,
(int)tempStream.Length);

          StringEncryptorException   :  
catch
{
throw new StringEncryptorException(
"Unable to encrypt data.");

}
}

 Decrypt   Encrypt    . key  IV )      
Try…Catch   (          :  

public static string Decrypt(string sourceData)
{
// set key and initialization vector values
byte[] key = new byte[] { 1, 2, 3, 4, 5, 6, 7, 8 };
byte[] iv = new byte[] { 1, 2, 3, 4, 5, 6, 7, 8 };
try
{
// convert data to byte array
byte[] encryptedDataBytes =
Convert.FromBase64String(sourceData);

 CryptoStream           (       ) 
         :     

// get source memory stream and fill it
MemoryStream tempStream = new MemoryStream(encryptedDataBytes, 0,

encryptedDataBytes.Length); 
   .      CreateDecryptor   CryptoStreamMode.Read  

      :  
// get decryptor and decryption stream 

DESCryptoServiceProvider decryptor = 
new DESCryptoServiceProvider(); 
CryptoStream decryptionStream = 
new CryptoStream(tempStream, 
decryptor.CreateDecryptor(key, iv), 
CryptoStreamMode.Read);
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       StreamReader        CryptoStream 
     )               

     .(               
     StringEncryptorException   :  

// decrypt data 
StreamReader allDataReader = 
new StreamReader(decryptionStream); 
return allDataReader.ReadToEnd(); 
} 
Catch 
{ 

throw new StringEncryptorException( 
"Unable to decrypt data."); 
} 
} 

               .     
           .    

StringEncryptor        SecureLib    SecureCard 
  .  

:     SecureCard  
  

1.         SecureCardException.cs     SecurityLib  
 :

using System;

namespace SecurityLib
{
public class SecureCardException : Exception
{
public SecureCardException(string message)
: base(message)

{
}

}
}

2.      SecureCard.cs        SecurityLib  :
using System;
using System.Collections.Generic;
using System.Text;
using System.Xml;

namespace SecurityLib
{
public class SecureCard
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{
private bool isDecrypted = false;
private bool isEncrypted = false;
private string cardHolder;
private string cardNumber;
private string issueDate;
private string expiryDate;
private string issueNumber;
private string cardType;
private string encryptedData;
private XmlDocument xmlCardData;

public SecureCard(string newEncryptedData)
{
// constructor for use with encrypted data
encryptedData = newEncryptedData;
DecryptData();

}

public SecureCard(string newCardHolder,
string newCardNumber, string newIssueDate,
string newExpiryDate, string newIssueNumber,
string newCardType)

{
// constructor for use with decrypted data
cardHolder = newCardHolder;
cardNumber = newCardNumber;
issueDate = newIssueDate;
expiryDate = newExpiryDate;
issueNumber = newIssueNumber;
cardType = newCardType;
EncryptData();

}

private void CreateXml()
{
// encode card details as XML document
xmlCardData = new XmlDocument();
XmlElement documentRoot =
xmlCardData.CreateElement("CardDetails");

XmlElement child;

child = xmlCardData.CreateElement("CardHolder");
child.InnerXml = cardHolder;
documentRoot.AppendChild(child);

child = xmlCardData.CreateElement("CardNumber");
child.InnerXml = cardNumber;
documentRoot.AppendChild(child);

child = xmlCardData.CreateElement("IssueDate");
child.InnerXml = issueDate;
documentRoot.AppendChild(child);

child = xmlCardData.CreateElement("ExpiryDate");
child.InnerXml = expiryDate;
documentRoot.AppendChild(child);

child = xmlCardData.CreateElement("IssueNumber");
child.InnerXml = issueNumber;
documentRoot.AppendChild(child);
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child = xmlCardData.CreateElement("CardType");
child.InnerXml = cardType;
documentRoot.AppendChild(child);
xmlCardData.AppendChild(documentRoot);

}

private void ExtractXml()
{
// get card details out of XML document
cardHolder =
xmlCardData.GetElementsByTagName(
"CardHolder").Item(0).InnerXml;

cardNumber =
xmlCardData.GetElementsByTagName(
"CardNumber").Item(0).InnerXml;

issueDate =
xmlCardData.GetElementsByTagName(
"IssueDate").Item(0).InnerXml;

expiryDate =
xmlCardData.GetElementsByTagName(
"ExpiryDate").Item(0).InnerXml;

issueNumber =
xmlCardData.GetElementsByTagName(
"IssueNumber").Item(0).InnerXml;

cardType =
xmlCardData.GetElementsByTagName(
"CardType").Item(0).InnerXml;

}

private void EncryptData()
{
try
{
// put data into XML doc
CreateXml();
// encrypt data
encryptedData =
StringEncryptor.Encrypt(xmlCardData.OuterXml);

// set encrypted flag
isEncrypted = true;

}
catch

{
throw new SecureCardException("Unable to encrypt data.");
}

}

private void DecryptData()
{
try
{
// decrypt data
xmlCardData = new XmlDocument();
xmlCardData.InnerXml =
StringEncryptor.Decrypt(encryptedData);

// extract data from XML
ExtractXml();
// set decrypted flag
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isDecrypted = true;
}
catch
{
throw new SecureCardException("Unable to decrypt data.");
}

}

public string CardHolder
{
get
{
if (isDecrypted)
{
return cardHolder;

}
else
{
throw new SecureCardException("Data not decrypted.");

}
}

}

public string CardNumber
{
get
{
if (isDecrypted)
{
return cardNumber;

}
else

{
throw new SecureCardException("Data not decrypted.");

}
}

}

public string CardNumberX
{
get
{
if (isDecrypted)
{
return "XXXX XXXX XXXX "

+ cardNumber.Substring(cardNumber.Length 4, 4);
}
else
{
throw new SecureCardException("Data not decrypted.");

}
}

}

public string IssueDate
{
get
{
if (isDecrypted)
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{
return issueDate;

}
else
{
throw new SecureCardException("Data not decrypted.");

}
}

}

public string ExpiryDate
{
get
{
if (isDecrypted)
{
return expiryDate;

}
else
{
throw new SecureCardException("Data not decrypted.");

}
}

}

public string IssueNumber
{
get
{
if (isDecrypted)
{
return issueNumber;

}
else
{
throw new SecureCardException("Data not decrypted.");

}
}

}

public string CardType
{
get
{
if (isDecrypted)
{
return cardType;

}
else
{
throw new SecureCardException("Data not decrypted.");

}
}

}

public string EncryptedData
{
get
{
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if (isEncrypted)
{
return encryptedData;

}
else
{
throw new SecureCardException("Data not decrypted.");

}
}

}
}

}

3.        SecurityLibTester3.aspx           
BalloonShop  :

<%@ Page Title="SecurityLib Test Page 3" Language="C#" MasterPageFile=
"~/BalloonShop.master" AutoEventWireup="true" CodeFile="SecurityLib
Tester3.aspx.cs" Inherits="SecurityLibTester3" %>

<asp:Content ID="Content1" ContentPlaceHolderID="head" runat="Server">
</asp:Content>
<asp:Content ID="Content2" ContentPlaceHolderID="ContentPlaceHolder1"
runat="Server">
Card holder:<br />
<asp:TextBox ID="cardHolderBox" runat="server" />
<br />
Card number:<br />
<asp:TextBox ID="cardNumberBox" runat="server" />
<br />
Issue date:<br />
<asp:TextBox ID="issueDateBox" runat="server" />
<br />
Expiry date:<br />
<asp:TextBox ID="expiryDateBox" runat="server" />
<br />
Issue number:<br />
<asp:TextBox ID="issueNumberBox" runat="server" />
<br />

Card type:<br />
<asp:TextBox ID="cardTypeBox" runat="server" />
<br />
<asp:Button ID="processButton" runat="server" Text="Process"

OnClick="processButton_Click" />
<br />
<asp:Label ID="result" runat="server" />

</asp:Content>

4.    SecurityLibTester3.aspx.cs      :
using System;
using System.Text;
using SecurityLib;

public par al class SecurityLibTester3 : System.Web.UI.Page
{
protected void processButton_Click(object sender, EventArgs e)
{
SecureCard encryptedCard =
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new SecureCard(cardHolderBox.Text, cardNumberBox.Text,
issueDateBox.Text, expiryDateBox.Text,issueNumberBox.Text,
cardTypeBox.Text);

string encryptedData = encryptedCard.EncryptedData;
SecureCard decryptedCard = new SecureCard(encryptedData);
string decryptedData = string.Format(
"{0}, {1}, {2}, {3}, {4}, {5}",
decryptedCard.CardHolder, decryptedCard.CardNumber,
decryptedCard.IssueDate, decryptedCard.ExpiryDate,
decryptedCard.IssueNumber, decryptedCard.CardType);

StringBuilder sb = new StringBuilder();
sb.Append("Encrypted data:<br />");
sb.Append("<textarea style=\"width:400px;height:150px;\">");
sb.Append(encryptedData);
sb.Append("</textarea><br />Decrypted data:");
sb.Append(decryptedData);
result.Text = sb.ToString();

}
}

5. SecurityLibTester3.aspx              
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