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S sudo apt-get install python-dpkt python-jinja2 python-magic python-pymongo python-libvirt

python-bottle python-pefile ssdeep
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:(python-libvirt § python-magic jads) aulad

S sudo pip install dpkt jinja2 pymongo bottle pefile
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S sudo apt-get install build-essential git libpcre3 libpcre3-dev libpcre++-dev

(3 S oo 158 /0Pt (55,53 5als Lo pydeep) axiS oo JLis 1, ) Jalse clsl 5o

S cd /opt

S git clone https://github.com/kbandla/pydeep.git pydeep

$ cd /opt/pydeep/

S python setup.py build

$ sudo python setup.py install

18 fopt (5,858 sala Lo yara) WS ey gad HlnElas gandiib o 1) vara wle LS Guiaes
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S sudo apt-get install automake -y

S cd /opt

S svn checkout http://yara-project.googlecode.com/svn/trunk/yara

S cd /opt/yara

S sudo In -s /usr/bin/aclocal-1.11 /usr/bin/aclocal-1.12

S ./configure

S make

S sudo make install

S cd yara-python

S python setup.py build

S sudo python setup.py install

wad S gl (595 0 alad g Sl SIS (551008 sl 1) tepdump Sl wols SLS Gainaa

raulas

S sudo apt-get install tcpdump

wld Ll il oo 100t couyics Gidls wiedls walS hal 1 tepdump LIl wsls was S
slaculils 51 (slie gane 0 Wb aiS hal aliuss e Liroot cwwiews b1, Cuckoo 15! weal sas
aab aalb Jol€ Lbal ohal slabl hal @ln S o saliiul € (glady oS sl
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S sudo setcap cap_net_raw,cap_net_admin=eip /usr/sbin/tcpdump
:._\315Qél:»Jqd,alSU.u‘)‘)el_]bQLa‘)AQ;“)';T")laMT@JJQ@BS_\eL“,]GA
S getcap /usr/sbin/tcpdump /usr/shin/tcpdump = cap_net_admin,cap_net_raw+eip

S50 2 o) pd 4 Lol GLLLS wil gige aulss S cuad (Sl (55 2 1 seteap il S
tawlad Cuad Ubuntu (S sl

S sudo apt-get install libcap2-bin
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S tar —zxvf cuckoo-current.tar.gz
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https://www.virtualbox.org/wiki/Downloads
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https://www.virtualbox.org/wiki/Download_Old_Builds_4_2
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S uname -a

Mwa;e‘)sbbmQJLL‘JJLJ@&)&&@\}AJG‘)J
Linux digit-labs 3.5.0.17-generic #28-ubuntu SMP Tue Oct 9 19:31:23 UTC 2012 x86_64x86_64
x86_64 x86_64 GNU/Linux

S b et il yo ol wie)ls g ol sud soliin] 3.5.0.17 € A H) Ggad Gl Lo
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S apt-get install linux-headers-3.5.0.17-generic
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S sudo /etc/init.d/vboxdrv setup

* Stopping VirtualBox kernel modules [OK]

* Recompiling VirtualBox kernel modules [OK]
* Starting VirtualBox kernel modules [OK]
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S iptables -A FORWARD -0 ethO -i vboxnetO -s 192.168.56.0/24 -m conntrack --ctstate NEW -j

ACCEPT
S iptables -A FORWARD -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT
S iptables -A POSTROUTING -t nat -j MASQUERADE

S sysctl -w net.ipv4.ip_forward=1
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