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Use this section to configure the wreless settngs for your D-Lnk Router, Plaasa note that
changes made on this section may ako need to be duplicated on your Wieless Clent.

| | save settngs Den't Save Settngs.
WIRELESS NETWORK SETTINGS

Enable Wirekess : [7] tuays + | addew |

Wireless Hetwork Name :  \Wreless Lsh (Akeo cated the SSID)
802,11 Mode ; Med 802,11, 802, Lig and 802110 =
Enable Auto Channel Scan : [/
Wireless Channel ;
Transmission Rate : fest (sutorate] = (Mbt/s)
Channel width @ 20 Mz -
Visibility Status : @ veble © Invisble

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless securty features. This device supports three
wrekss sacunty modes, nciudng WEP, WPA-Personal, and WP A-Entarprise. WEP & tha ongnal
wirelss encryption standard, WPA provdes a higher level of security. WRA-Persanal does not
fenuife an authentication sarver, Tha WPA-ERTeMmrse 05ton raquires an external RADIUS sarver.

Security Mode : None -

53 .4b3 yui5 Open Authentication 4 |, o 5 w0l |, Authentication 4 b ye Slagais clie job 4 .0
Sl adls 5l &S cal ol gonimd Lis Security Mode (45 ,Se 09 None ¢3S o I8 4o a7 s
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root@bt: - Shell - Konsole

Session Edit View Bookmarks Settings Help

:-# iwconfig -
lo no wireless extensions.
leth® no wireless extensions.

wmaster® no wireless extensions.

wlan@ IEEE 862.11bg ESSID:""

Mode:Managed Frequency:2.412 GHz Access Point: Not-Associated
Tx-Power=8 dBm

Retry min limit:7 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:® Signal level:8 Noise level:®

Rx invalid nwid:® Rx invalid crypt:8 Rx invalid frag:@

Tx excessive retries:8 Invalid misc:0 Missed beacon:@

=2 |

-
-

ij‘ @@ shell

;";%,-ﬂ.rﬁ,-:\:]-mw--sm-ur mEan 2z 118

45\.41 d‘).g Lol odds asle W (a2 C’))Lg d‘).g &S cowl (o 2 Ja.m]9 wlan0 iy Aulygo S 439? Ul""a’
$5S Cumdy (godalie sl |y ifconfig wian0 e 068 ol O] » 1y ifconfig wlan0 up 4uS" Jld 1 Lawly
208 ol lawly
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root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

:-# ifconfig wlan® up (=]
:~# ifconfig wlan®
wlang Link encap:Ethernet HWaddr 00:c@:ca:3e:bd:93

UP BROADCAST MULTICAST MTU:1500 Metric:l
RX packets:® errors:0 dropped:0 overruns:0 frame:0
TX packets:® errors:0 dropped:0 overruns:@ carrier:@
collisions:@ txqueuelen:1008
RX bytes:@ (0.9 B) TX bytes:0 (0.0 B)

#1

-

(%) am sheil 5
oM@ @ $¢  +| @rootabt: - -shell - Kor mwy 12 111>

sy ol Bl s s Wl )8 5 sddaisg Ko eyl b b 00:c0:ca:3e:bd:93 Ko oyl LY
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root@bt: ~ - Shell - Konsole

Settings Help

wlan@ Scan completed :
Cell 01 - Address: 08
Channel:1

Frequency:2

Bit Rates:1
Bit Rates:6

Mode:Master
Extra: Last

: Unknown

: Unknown

Cell 82 - Address: 08

Channel:1

:~# iwlist wlan@ scanning

Quality=57/78 Signal level=-53 dBm
Encryption key:on
ESSID: "Vivek"

36 Mb/s; 48 Mb/s; 54 Mb/s
Extra:tsf=000000322b8db23c

: Unknown:

: Unknown:
: Unknown:

: WPA Version 1
Group Cipher :
Pairwise Ciphers (1) : TKIP
Authentication Suites (1)

:25:5E:17:41:4C
.412 GHz (Channel 1)

Mb/s; 2 Mb/s; 5.5 Mb/s; 11 Mb/s
Mb/s; 9 Mb/s; 12 Mb/s; 18 Mb/s; 24 Mb/s

beacon: 2586ms ago
00055669766568

: 010482848896

830101

2AD104

: 32086C1218243048606C

TKIP

: PSK
:25:5E:17:41:4D

-
-

Olge b aSd opl oo Sloagals )3 S

Caug) 53 1y Wireless Lab (g4 b g5l S b b Y

pb (gol> ESSID ald bl cglite Cuwl Sew lod Sloglas )5 3y50 (pl 3 sl a0 yasciie Cell 05

ol 4

root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks

Settings Help

Cell 85 - Address:
Channel:9
Frequency:2
Quality=70/
Encryption
ESSID: "Wire
Bit Rates:1
Bit Rates:6

3
Mode:Master
Extra:tsf=0
Extra: Last

00

000068000000
000
000

: Unknown:
: Unknown:
: Unknown:
: Unknown:
: Unknown:
: Unknown:
: Unknown:

: Unknown:
: Unknown:

: Unknown:
: Unknown:

:21:91:D2:8E:25

.452 GHz (Channel 9)
70 Signal level=-15 dBm

key:off

less Lab"

Mb/s; 2 Mb/s; 5.5 Mb/s; 11 Mb/s

Mb/s; 9 Mb/s; 12 Mb/s; 18 Mb/s; 24 Mb/s
6 Mb/s; 48 Mb/s; 54 Mb/s

0008001c7fb4180

beacon: 13ms ago
000C576972656C657373204C6162
010482848896

0301609

2A0160

32080C1218243048606C
DD186650F2020101000003A4000027A4000042435E0062322F00
DD1E@O904C334C101FFFFFO000000

oo e ol le]

an an

DD1AG0964C3409000.

0a0REa H

2D1A4C101FFFFF

301609
DD?QBBSBFZBd184ABBBIIB1844903102193390810318479818ABB¢“
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Ol Cumdg 19,5 K> (sly 1y iwconfig wlan0 s ¢ iwconfig wlan0 essid "Wireless Lab" jgiwd Sl
Ko b wWlodds oo g ST 4 Catdge b )31 sl oddodly Ui gl 3 a5 45 lod LGS
A IWeONfig jgiwd 29,5 ;0 Access Point: AL )3 |y cgr ST ool

root@bt: - - Shell - Konsole

Session Edit View Bookmarks Settings Help

:~# iwconfig wlanB essid “Wireless Lab® =

&

&

:~# iwconfig wlan@

Mlang 1EEE 862.11bg ESSID:"Wireless Lab®

Mode:Managed Frequency:2.452 GHz Access Point: 68:21:91:02:8E:25
Bit Rate=l Mb/s  Tx-Power=27 dBm

Retry min limit:7 RTS thr:off Fragment thr:off
Encryption key:off

Power Management:off

Link Quality=78/76 Signal level=-9 dBm

Rx invalid nwid:®@ Rx invalid crypt:@ Rx invalid frag:8@
Tx excessive retries:@ Invalid misc:@ Missed beacon:8

e

A

ol clealy 5 a8 ol MAVNSALN" Lpse buly ou] el SO g ST &S wuild e
oo oled Cpl @S o Ll 1) route —n jgied a5 By copiSols o glgie a4l JLE g ]
ifconfig wlan0 192.168.0.2 ,gwd jl odlitwl b 1) 395 ol wyd) duls ol g, Lo 8Lk ]
955 sy g ifconfig wlan0 (0,80,lg b ouiS wulals a8 yoj ek 53 netmask 255.255.255.0 up

1l 0391 jrolCuddge yoiwd 45 Mg ek

roat@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help
i~# ifconfig wlan@ 192.168.8.2 netmask 255.255.255.0 up =l
-

e

:~# ifconfig wlan®

lwlang Link encap:Ethernet HWaddr 00:c@:ca:3e:bd:93

inet addr:192.168.8.2 Bcast:192.168.8.255 Mask:255.255.255.8
inet6 addr: feB86::2cH:caff:fe3e:bd93/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:l

RX packets:187 errors:@ dropped:@ overruns:® frame:8

TX packets:93 errors:0 dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:1008

RX bytes:82778 (82.7 KB) TX bytes:18597 (16.5 KB)

= %

afr]

iy d a8 Jlasl B esS Ky ping 192.168.0.1 jgiuwd I odldiwl b 1) ciggy aSt e 651
Olaebl gly 1y arp —a jsiwd Wilg o Cpicred un 1) Cisgy ST gaguoly Canl o bl ouds walais
So plon VAVNFALY oigl Lol Ko a8 ain 1L S 3)ly 4] o gy STl lagunly 4S5
Canl (oo il sacig STl gyl &S Canl SD @ p3Y 02392 03,5 D 5yt Lo 48 ol ]
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root@bt: ~ - Shell - Konsole = ®
Session Edit View Bookmarks Settings Help

:-# ping 192.168.8.1 c
PING 192.168.8.1 (192.168.8.1) 56(84) bytes of data.

64 bytes from 192.168.8.1: icmp seq=1 ttl=64 time=13.5 ms
64 bytes from 192.168.0.1: icmp seq=2 ttl=64 time=12.3 ms
64 bytes from 192.168.0.1: icmp seq=3 ttl=64 time=12.7 ms
64 bytes from 192.168.0.1: icmp seq=4 ttl=64 time=8.17 ms
64 bytes from 192.168.0.1: icmp seq=5 ttl=64 time=14.8 ms
64 bytes from 192.168.0.1: icmp seq=6 ttl=64 time=4.75 ms

- 192.168.8.1 ping statistics ---
6 packets transmitted, 6 received, 6% packet loss, time 5008ms
rtt min/avg/max/mdev = 4.758/11.882/14.858/3.568 ms

~#
H
He
:-# arp -a
? (192.168.9.1) at 80:21:91:d2:8e:25 [ether] on wlan@
s
¥
&
s &
&

P& LS lad b eko dg oy jl Jlall SY 4 i3Il ol b wulei o cingy ST > LY
ol 0db y5,)35 00:c0:ca:3a:bd:93 a2 )8 ol S i g0 g5 SY

Use this option to wew the router 0gs. You can defne what types of events you want to
wiew and the evant levels to view. This router aso has ntemal sysiog server support 5o you
can send the log fles to 3 computer on your netwark that is running a svsiog utity,

LOG OPTIONS i

What to View : ¥ Frewal & Securty ¥ System [¥] Router Status
View Levels : ¢ Criocal ¢ wamng [¥! Informational

| Aoy Log Settnga how

LOG DETAILS

| Retesn | | Cear | | Emaitow | | saveiog

3 Log Entries:?
Priority Time Hessage
[nFo) Sat Jan 31 13:23:24 Wireless system with MAC address D0COCA3EBDO3
2004

assocated
[miFo] ?’n‘o«m NIV | awed by 1P address 102.166.0.2

[miFo] gztmm 31 13:23113

Log cleared by P address 192.168.0.2

Sakil 31 an
Qwiw‘_ﬁu)tf)’loblﬁmlbl))le.M,\,\;’sJ@b?&g%w&]@%ﬁyb&;gﬁjlﬂwb
Bk ) o Jlail S & s alee Gl 455e & patb sl Cizran w3l Pl e sdlwy olgie

ol 0 )85 Cagy ST Byl 5l 02 g o 2 (045525 g poo
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Sl oMol B g odlel paw o 8 0 gub oo (yialae 39S dfconfig wlan0 up jgiwd 53,55 g 5l e
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! packet spoofing
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Duration/ Address Address Sequence

[] 1 3 Control

— — — —r — — — — — >

Bytes 2 2 6 6 6 2 6 2 Oto 4
2312

2,03 (6 ol ,3 Lo 93 cags & "Frame Control" ald

Frame Duration/ Address Sequence Address

Control ID 3 Control

2 Bytes)

2,03 Gl dus 45 WS oo iy o | poanw o (e (§4SD v 8 g4 ' Type'! ald

5 o BB ple 0bli)l jl coles 5 (o) Jgtue Cupte slapp ICu e s S
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! De-authentication
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! Association Request
* Association Response
® Beacon

* Probe Request

® Probe Response

® Request To Send

7 Clear To Send

& Acknowledge

° promiscuous mode
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root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

~# iwconfig
lo no wireless extensions.

ethd no wireless extensions.
vmaster®@ no wireless extensions.

wlan@ IEEE 802.11bg ESSID:""

Mode:Managed Frequency:2.412 GHz Access Point: Not-Associated
Tx-Power=27 dBm

Retry min limit:7 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:0 Signal level:® Noise level:0

Rx invalid nwid:®@ Rx invalid crypt:®@ Rx invalid frag:0

Tx excessive retries:® Invalid misc:8 Missed beacon:0

= |
&S Wad yieleo iwconfig wlan0 glal b b jslo YU 1) )8 b uiS” solatwl ifconfig wianO up jees I .Y
R R ISR Oolds &S G5 Hlod (g5 ped b 0 b l,up dojb FOM PN o,

root@bt: ~ - Shell - Konsole

session Edit View Bookmarks Settings Help

ifconfig wlan® up

o

~# ifconfig wlan®

wlan@ Link encap:Ethernet Hwaddr 00:c@:ca:3e:bd:93

UP BROADCAST MULTICAST MTU:1500 Metric:1

RX packets:® errors:® dropped:® overruns:0 frame:@
TX packets:@ errors:® dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

PR

S g0 S S 43 o8 i yob 4 &S airmon-ng Il 5l ied 18 ol cdls o ) laslS el gl Y
L dwlid o 1) 29350 sl )5 &S Wgd helas b uuiS Ta ] 1) airmon-ng la) 38" punlos edlatwl uwl
s Canl 0 Comd (29,5 )0 &S 1y wlan0 Ly

Session Edit View Bookmarks Settings Help

:~# airmon-ng

Interface Chipset Driver
wlan® RTL8187 rtl8187 - [phy@©]
-#
D —#
T—#

~#



YOl S sl g s o (ae (sdsaddi Y Juad

Lwly cpl S sl 1) wian0 Il 4 bgspe vl clls lawly b uiS 5)lg 1) airmon-ng start wlan0 581 ¥
sbol jl algs o (logS, 9k airmon-ng (co,bgs (3l b .cé )5 salys L mon0 wods il clls

e ‘,.«.4]49‘ C)] s

Session Edit View Bookmarks Settings Help

:~# airmon-ng start wlan®@

Interface Chipset Driver

wlane RTL8187 rtl8187 - [phy@]
(monitor mode enabled on mon@)
i-#
:~# airmon-ng

Interface Chipset Driver

(wlane RTLB187 rtl8187 - [phy@]

imone RTLB187 rt18187 - [phy@]
-# 1

2ol i Led 4 mon0 pb & was bewly S Wb ifconfig (glyal 98T (cpicran .0

o reetwbt e shellkemee
Sestion kdit View Mookmarks Settings  Melp
:-# ifconfig

lo Link encap:Local Loopback

inet addr:127.0.0,1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:® errors:@ dropped:@ overruns:0 frame:o

TX packets:0 errors:0 dropped:0 overruns:0 carrier:@

collisions:0 txqueuelen:®

RX bytes:@ (0.0 B) TX bytes:0 (0.0 B)

mond Link encap:UNSPEC Hwaddr 00-C0-CA-3E-BD-093-00-00-00-00-00-00-00-00-00-00
UP BROADCAST RUNNING MULTICAST MTU:1566 Metric:l
RX packets:3794 errors:0 dropped:® overruns:0 frame:0
TX packets:® errors:0 dropped:® overruns:8 carrier:@
collisions:@ txqueuelen:1806
RX bytes:422986 (422.9 KB) TX bytes:@ (0.0 B)

(wlane Link encap:Ethernet Hwaddr 00:c0:ca:3e:bd:93
UP BROADCAST MULTICAST MTU:1500 Metric:l
RX packets:0 errors:0 dropped:@ overruns:0 frame:0
TX packets:@ errors:® dropped:@ overruns:0 carrier:@
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

(wnaster® Link encap:UNSPEC Hwaddr 00-C0-CA-3E-BD-93-00-00-00-00-00-00-00-00-00-00
UP RUNNING MTU:® Metric:l
RX packets:® errors:® dropped:@ overruns:@ frame:®
TX packets:0 errors:0 dropped:® overruns:0 carrier:@
collisions:® txqueuelen: 1808
RX bytes:@ (0.0 B) TX bytes:0 (0.0 B)

AN P
oozl Ign 53 ds3ge (SlacSiay 3525 (gl bawly el pajlos MOND Lol el Lawly S uibyo b putdlys

ol 01 43l bo a2 T 8 ol bawlg ol s sales

bl (55 5l BT (5,8 ool (S )l cpen l o3lil b 1y 4B xSl b clabawly ol o
2,5 skl airmon-ng I3l 5l ol oo )8 ol

ks lsn £y 511y Uiy Gl e a5 s Ll b Lauly (K Syl tewsl 031 3s3
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oS 928 Sule cnlple
Sib & & mond il b bwly | edlitwl b lsa 0 i dgid gl SHlbply 5l cgdm cpped o

2,5 wules oolainl cplais b

o) slacSuny soidh 205 HET

2 JUs oS 2918 9,8 (slp 1y 2j Olles
S gy w0,S (64,5 o o2 ouiulojl (gillely (S Juad y> 457, Wireless Lab b gr ST

oy Cuol b )0 SHli pls a8’ Jl s S Ta] JauiS™ j> Wireshark& jguwd (2,53l L1y Slsply Y
1S SIS Capture | Interfaces (ggi0 yj

File Edit View Go Capture Analyze Statistics Help
BWoee cAXeE A+« T acaam goms B
mflh >

Device Dascription P Packets Packets/s &
ol wmastero (8 start | G options
ol wland B st | Gl options
i mond 1378 160 (@ stan | gl Qptions
Wl any Pseudo-device that captures on all interfaces 1378 160 ustlﬂ agptlnns
wlo 127.0.0.1 (@ start | gl Qptions

[Ready to load or capture Mo Packets { Profile: Default

Oled mon0 lawls gy ;| 1) packet cap mon0 lawly Cosly Cuow jd Start gaoS> g5y 0,8 SISL Y
L Sl 50,8 saled g0 ) \Qéli)a WSl pls WS Gl Wl 0ol Ui i pawd &S 465

1
capture
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) Capturing

[l Ede view Go Cepture Anabze Statistics belp

Bedoe sExX2s caevswFTrEE QA 08 %

[ eier: | w| 4 Exprassion...| & clear] . appt|

No.. |Tme |Source Toestmatien [Protocol Jinfo IE
859 7.807053 Broadcast LEEE BOZ Beacon frame, BI=100, SSID=Broadcast
870 7.807900 Broadcast LEEE 802 Beacon frame, B1=100, SSID=Broadcasi
871 7.808003 Broadcast IEEE 802 Beacon frame, B1=100, SSID=Broadcast
872 7.803257 Broadcast IEEE 802 Beacon frame, BI=100, SSID=*Vivek®
873 7.906100 Broadcast IEEE 802 Beacon frame, B1=100, SSID=roadcast
874 7.907052 Broadcast IEEE BO2 Beacon frame, B1=100, SSID=Broadcast
875 7.608047 Broadcast IEEE 8032 Beacon frame, B1=100, SSID=Broadcasi
876 7.902247 Broadcast 1EEE 802 Beacon frame, BI=100, SSID="Vivek® ‘J

* Frame 1 (131 bytes on ware, 131 bytes captured)
* Radiotap Header vO, Length 32

» IEEE 802.11 Beacon frame, Flags: ... <

» 1EEE 802.11 wirsless LAN management frame

00 00 20 00 2f 48 00 00 7a 97 62 2c 00O 00 00 00 .. ./M..
10 10 02 6c 09 a0 00 cf Ol OO0 OO OO OO OO OO OO ..l......
20 80 00 00 00 1f ff ff #f +f 11 00 2558 17 41l 4 ........ o
00 25 Se 17 41 dc a0 0a fc 41 03 67 1f 00 00 0O N .AL.. ... [ =

[meno: <live capture in progress> Fi.. {Packets: 876 Displayed: 876 Marked: 0 JProfile: Defauk

1y o ewiont |y (oSt o 4] gl S oo 3925 Tap 5 Lo (] sy )5 &S dizds _sylo Sy by

W ,\Ja|5$ °'>|'>O 5 U:L,o (8072 )3&4§9J¢:§gl§a§| YU g0y 5l

Ele Edit View Go Capture Analyze Statistics Help

Bedee rEXgs ne»w T acal @®BE% B

W) siter: | | 4 Expression...| & clear| -/ Appty|
Mo. . |Time |Suuru |Deslindmn |Pmtuu\ Info =
22735 193.769009 00:25:5e:17:41:4c (RA IEEE 802 Acknowledgement, Flags=....
22736 193.770008 IntelCor_35:fc:44 00:25:5e:17 IEEE 902 Data, SN=1667, FN=0, Flags=.p
22737 193.771008 Intelcor_35 44 (RA IEEE 802 Acknowledgement, Flags=........
22738 193.799267 00:25:Se:17:41:4c Broadcast IEEE 802 Beacon frame, SN=1861, FN=O, BI=100, SSID="Vivek"

Broadcast 1EEE 802 Beacon SSI D=8roadcas!

22740 193.802766 Broadcast 1EEE 802 Beacon frame, Sn=1863, Flags=........C, BI=100, SSID=Broadcasi
22741 193.803660 00:25:Se:17: Broadcast IEEE 802 Beacon frame, SN=1864, FN=0, Flags=. .C, BI=100, SSID=Broadcasi
22742 193.847494 00:25:5e:3d:47:6d Broadcast IEEE 802 Beacon frame, SN=717, FN=0, Flags=... .C, BI=100, SSID=Broadcast

Frame 22739 (102 bytes on wire, 102 bytes captured)

b Radiotap Header vO, Length 32
b IEEE 802.11 Beacon frame, Flags: ........C
v IEEE 802.11 wireless LAN management frame
¥ Fixed parameters (12 bytes)
Timestamp: Ox0000001F728FE255
Beacon Interval: 0.102400 [Seconds]
» Capability Information: Ox0401
~ Tagged parameters (30 bytes)
b SSID parameter set: Broadcast
Supported Rates: 1.0(8) 2.0(B) S.5(B) 11.0(B)
DS Parameter set: Current Channel: 1
Traffic Indication Map (TIM): OTIM O of 1 bitmap empty
ERP Information: no Mon-ERP STAs, do not use protection, long preambles

v v v e w

Extended Supported Rates: 6.0 5.0 12.0 18.0 24.0 36.0 48.0 54.0

[Frame [frame). 102 bytes {Packets: 22742 Displayed: 22742 Marked: 0 Dropped: 0 JProfile: Default
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sbal cledbl g 25 5L U uuS IS IEEE 802.11 wireless LAN management frame Lo clio (g5, .0
e |)

S ol Grgg pj g e oo 4Sd w3 Elgl L g 1S ol St 13 (S lpe lasld 4 5
b Cdillae 14385 0 5 i

DU S 4
aS amon0 ol clls lewly 51 a8 s lil oy 1) Syls ply 1633,S" 3is loa 5 1) yleSiun degosre (i
Sl peizmad g bl yd o g daxgio Sliply ol Gise 4 2,5 oS L .uS e eolatw] et 5 i

rb-’9“‘¢5‘° Slosus CAL»).) alasd L)’l b oS dhb&_il.w

003605 (slayli) pIBL 2335 Shale)T OBsed

S5 ooz 2l Jgens i (5850d o sl (g 2k Slh S oS IS Cnl e Sy sla'
Gl S 35 03 At L plaslyy & 2l (55 L il o5 Sl oren conlpliy S 258 1) S
sl bydd ool 5l algiee A98e & S qw)p D9 pholel Siliply 53 bl 5l eslitel byl

1S 03l U 1 3 Uno 55 gy 3 Uiz gp eS| (gm0 2 (SlmolStnd Lol

oS O Sl )8 a8 sl (gum cllae (pl (g 20l LSS s plsl ) ()8 iz asslys )51

o3l g J)33S (s slaesyd (sosalins :)(5 ')LCT

i ) Capde 5 S8 ooy (sl 8 U eud 5118 pld (Sl ply )3 4595 & 285 pules ol (98]

8 JLd o 4 p5 ) 5 Sllos lilad

2 |y wlanfetype == 0 il i oad bl oSy 2 a5 Cople slags b cded (ol sl N
S5k b S & St @y ES >l aled oo ST SIS APPY (95 9 )l ik oty

LS CaBgie |y S cdb > Ailgs o cdsS
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= unkithed e wieshare ]

Elle Edit Vew Go Capture Analyze Statistics Help

S pPEXae neswTrEAE @85 8

mﬁqlnr:lu‘lan.k.typn == 0 LI o4 Expression. . | M4 Cle. | ;‘-’ﬂpplyl
No, . |Tim- | Source | Destination ‘ Pratocol | info | =l
22606 193.691008 00:25:5e:!17:41:4e Broadcast IEEE 802 Beacon frame, SN=1859, FN=0, Flags=... ..C, BI=100, SSID=Broadcasi
22607 193.602118 00:25:5e:17:41:4f Broadcast IEEE 802 Beacon frame, SN=1860, FN=0, Flags= €, BI=100, SSID=Broadcasi
22723 193.742056 00:25:5e @ Broadcast IEEE 802 Beacon frame, SN=714, FN=0, Flags .C, BI=100, SSID=Broadcast
22738 193,799267 00:25:5e c Broadcast 1EEE 802 Beacon frame, SN=1861, FN=0, Flags= €, BI=100, SSID="Vivek"
193. 802229 d Broadeast 802 Beacon , SSID=Broadcasi
22740 193.802766 00:25:5e:l L] Broadcast IEEE 802 Beacon frame, SN=1863, FN=0, Flags=... +.C, BI=100, SSID=Broadcasi
22741 193.803660 00:25:58 i Broadeast IEEE 802 Beacon frame, SN=1B64, FN=O, Flag €, BI=100, SSID=Broadcast
22742 193,847494 00:25:5e ad Broadcast IEEE 802 Beacon frame, SN=717, FN=0, Flags=.... .C, BI=100, SSID=Broadcast
b Frame 22739 (102 bytes on wire, 102 bytes captured) —
b Radiotap Header vO, Length 32
+ IEEE 802.11 Beacon frame, Flags: ........ c
Type/Subtype: Beacon frame (Ox08)
» Frame Control: Ox0080 (Normal)
Version: O
Type: Management frame (0)
Subtype: &
P Flags: ox0
Duration: O
Destination address: Broadcast (ff:ff:ff fF:ff:ff)
Source address: 00:25:5e:17:41:4d (00:25:5e:17:41:4d)
B55 Id: 00:25:5e:17:41:4d (00:25:5e:17:41:4d)
Fragment number: O =
Sequence numbe 1862
b e el s T gy ]
o000 00 00 20 00 2f 48 00 00 2a 37 ee 37 0D 00 OO OO
0010 10 02 6c 09 a0 00 be O1 OO0 OO 00 OO0 0D 00 00 OO
oo20 80 00 00 oo ff ff ff ff ff ff 00 25 Se 17 41 ad
0030 00 25 Se 17 a1 ad 60 74 S5 82 8f 72 1f 00 00 OO
0040 64 0O 01 04 00 00 01 04 82 84 8b 96 03 01 Ol 05
[0SO 04 00 01 OO Q0 2a O1 04 32 OB Oc 12 18 24 30 48
o060 60 6c @7 45 eb cd
File: “tmp/ethanCOGKSojXy" 5280 K... | Packets: 22742 Displayed; 9835 Marked: O Dropped: 0 {Profile: Dafault

1) s wlanfetype == 1 & |y jild ojle (S8 slaps 8 gosnliv gl Y

Ble Edit View Go Capture Analyze Statst Help

Saoee EEXoE A TiEE Al @VE% B

@eter: Jelon. fe.type == 1 | % Exprossion...| & giear| 7 apely|
No.. |Time [souce [ Destination [protocol [wo |=

2Nz
22718

193, 725067 1EEE BO2 acknowledgement,

IEEE BO2 Acknowl

ai:ac (Ma 1EEE BO2 Acknowledgement,
d1:dc (RA TEEE BOZ Acknowledgement,
4l1dc {RA IEEE 802 Acknowledgement.
41:ac (RA IEEE 902 Acknowlsdgement,
1fcr4a (RA 1EEE 902 Acknowledgement,

FITIT 193, TGS
22732 193, TeB028
22735 193, 769000 00

22737 193.771008 IntelCor_:

00
00
22725 193.751024 00:
00:
00

I

b Frame 22721 (46 bytes on wire, 46 bytes captured)
b Radiotap Header w0, Length 3
= IEEE 802.11 Acknowledgement, Flags: ........ (=
Type/Subtype: Acknowledgement (Oxld)
~ Frame Control: Ox00D4 (Normal)
Version: O
Type: control frame (1}
Subtype: 13
» Flags: Ox0
Duration: O
Receiver address: 003
P Frame check seguenc

117:4811dc (D0:25:5011714114c)
OxaaSGez1@ [correct]

[fo00 000 2000 2] a8 00 00 1d o o 37 00 00 00 00 .. /M. .m.7.
jolo 10 30 ec 09 co 00 fO 0L ©0 0O 0O 00 0O 0O 00 0O .ol.
pa20 d4 00 00 OO 00 25 Se 17 41 &c aa 50 «2 18

[l woutiea - -}

File “mp/etheno000CSopy” 5280 K . {Packets: 22742 Displayed: 7108 Marked | {erofile: Defauit =

Wbyl Wlanfotype == 2 & 1) ilé ojle il glags b gosalieo gy Y



&& (wlan.fc.type

BackTrack 5 L auc o (sladsad 3 983 aa /Y'Y

Hle Edt View Go Copture Analyze Stabatics bHelp
BENON EEX2s e wTFLEAE QAR gNSE B

[ piter: fulan. fc.type = 2 ﬂ & Expression .|;!_.;hu|."mw

b g
IECE BOZ Data, SN=1554, FhsD,
1FFE 800 Data, SM=16%5, Phsd,
TEEE B2 Data, Sh=lo%a, Fh=d,
1EEE 802 Data,

o 5 ~ T
22682 192,850141 IntelCor_S:fc:dd
20685 193.650822  IntalCor_¥rfc:dd
20488 193, 880040 IntelCor_:
22682 193.680178 IntelCor 35

I 114
22700 193.605104 00:25:54:17:4114 IntelCor_25:fcidd IEE 902 Data, SN=2959,
22703 193700000 Intellor_ifciad 00125051 17; 4014 1EEE 802 Dota, SNel0%H, FND,

_
TR 1O TADATY AN a AT ke TaralPae SR04 TERE B Maba 7007 EMA =]

Framg 200 (128 bytes on wire, 128 bytes Captured)

¥ Radiotap Header vi), Length 32
* IGEE 902.11 Data, Flags: .p....
Type/Subtype: Data (0xz0)
Frame Contral: Ondl08 (Nermal)
Curatiant &4
BSS 1d: 00:25:5e:17:41:4c (00:25:50:17:41:4c)
Source address: IntelCor_S:fciss (00:22:1b:%0:fc:2e)
Cestination address: 00:25:5e:17:41:dc (00:75:%:17:d1:dc)
Fragment nusber: 0
Sequence number! 1958

¥ Frame check seguence: Ouclbccada [carrect]

¥ THIP parameters
= Data (80 bytes)

Data: 1936360674801 FEDIFGT153] TESOBLADSENEN0TAAN. | .

-

[Frama frame), 128 bytas Trackets: 22742 Displayed 5707 Marked: 0 Cropped: 0 JProfile: Defauk =

plad Hiuled (gl (Jlo (gly .08 oolasl wlan.fe.subtype s jl o 5 S Qlsesl gl oopl o o058l
= 0) 1S ooliwl pj yld Gl upde o (sden e ) Beacon (slags,d
.(wlan.fc.subtype == 8)

Fle Edt yiew Go Capture Analyze Statistics Help
Baedoe rEXed e+« FTL[EE QPN @¥E % B
F)gter [ivTanTc.typs == 01 & lwlan.fcsibtyps == 81 %] 4 Exprossion. |.1_._gurl ,gppry]

Mo, |Tima | seurce | Dastination |protocal [infa
177 2.158278 Grasdeast TEEE 802 Beacon
296845 1EEE

. SSID=Broadcas!
SS10="Vi
551 DsBraadcast
. SSID=Braadeas!

602 Beacon

Broadcast

188 2, 261721 Braadcast IEEE BOZ Beacon
189 2, 283720 Brasdcast IEEE 802 Bescon . SSID=Broadcast
207 2351968 Broadcast 1EEE 802 Beacon SSID="Vivak*

208 2,354111 Braadcast IEEE B0Z Beacon . SSID=Broadcast
200 2354557 OO Braadeast IEEE BOZ Beacon , SSID=Braadeas! |
SEn % BRI At eEe T At el Awmdeans g ——, o Ty e -

b Frame 187 (102 bytes on wire, 102 bytes captured)
b Radiotap Header vO, Length 32
~ IEEE 802,11 Bwacon frame, Flags: ........ <
Type/Subtype: Beacon frame (owoe)
~ Frame Control: Ox00BO (Karmal)
version: 0
Type: Management frame (0)
Subtype: 8
b Flags: ox0
Duration: O
Destination address: Broadcast (ff:f
Source address: 00:25:Se:17:41:4d ( 2
BSS Id: 00:25:5e:17:41:4d (00:25:5e:17:41:4d)
Frageent nusber: 0
Sequence nusber: 3501

s

B600 00 00 20 00 21 48 00 60 71

75 5d 71 01 00 00 00
€010 10 02 6 09 40 00 46 01 00 00 00 00 00 00 00 00
020 80 00 00 00 Ff £f Ff £f 41 f1 00 25 %e 17 41 ad
0030 00 25 Se 17 41 4d do f3 dS 8d fe b9 20 00 00 0O
€040 &4 00 01 O4 00 00 OL 04 ©2 B4 Bb 96 03 01 0L 05
£OS0 04 00 Ol 0000 2a OL 04 32 08 Oc 12 18 24 30 48
€080 60 6c 3s 8a 91 7c

TonD: <lve capture i progresss 1. JPackets: 25328 Duplayed: 18234 Marked: 0 [Froie: Defack

¥
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Apply as Filter | s 5 conly SIS« Sbo (g0y5x 3 sl claakd 5| S gy Milgoo o) sls 4 O
2 LSl laie 4 jild S b aS” Gl 1 Selected

Hle Edt View Do Capture Analyze  Statistics Help

Bedee tEXga as»w T2 [ER A @dls 8
@ eeer | x| @ Expression.. | & cear] - apety|

LISE 00X Bescon {rame,
IGEE 002 Beacon frame,
frams,

troadcast
readcast
Rroadcast

Broadrast 1EEE 802 Beacon
0950 431, BI9S1H Broadcast TERE B0 Beacan frame,
JEEG| A5) G0N0 Hroadcast B 807 Beacan
002 451.021981 00:2S:Seri7ranral Broadcast LEEE §02 Beacan {ra
# Freme 20508 (102 bytes on wire, 102 bytes captured)

¥ Rachotap Header vO, Length 32

IECE B02.11 Bescor {rame, Flags: saasC

Curatiod
Destina
Saurce

8ss 14:

Fragenl .
A Eanont Selected Packet Bytes..

@ wio Protocal Page

@ Her Feld Ruforgnce
Protoccl Prafarsnces...

=

o Disable Protocal ..
Besolve Nare

[Trpe and subitype combmned (hrat b... | Packets: 72538 Duplayed: 73249 Marked: 0 Dropped: 0 {Profia: Defaut

(Untitled)

He Edt View 0 Capture Analyze Stathtics Help
BEdae crExXxes ceswFiERB QN @NEL B
(@) gitor: JoTar 72 Eype_wibtype - oacw 1]+Wum.|.=ﬂl'|  apoy|

No. . Il'ml |S1Mu |Dnlmmn IDrua(d |m
6064 451, A34001 0O Broadcast 1658 A02 Meacon frame,
MO8T &5).HXaE

SS10="Vivek*
S510=0¢ vadcas!

20989 £51.919419
26000 4%1.819%13
W00 A1 00842
6062 451, 621351
IS 451, ROREGA

enns stm me
» Frame 26000 (102 bytes on wirs, 102 bytes captured)
» Fadiotap Header vO, Length =
|~ 1E2E #02.11 Beacon frome, ®lags:
Typa/Subtype: Buacon frame (On0G)
* Frame Control: OwDORO (Normal)
Version: O
Type: Mansgemant frame (0)
Subtype: §
b Flags: Quo
Ouratisn: O
Destination addrass: Broade.
Source address: 00:25:5e:08:
BSS Id: 00:25:5e2:061dbibb (00:25:5ec08:db bh)
Eragment number: 0
Sequence nunber: 4034

v (Ffattattoftafiedt)

0 00 20 0 2f 28 00 00
10 02 & 09 ad 00 b7 01
(BRI
b bb 20 fe
001 04
2
3

-

3
gg28E
FESHE
rEsgE
BERRS
588

Fle: “Temp/ethen000KLRZI3y" 18 MO -, Packets: 72634 Displayed: 41258 Marked: 0 Dropped: 0 {Profle: Defaut



