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PPendarePars, because of so smooth process. I would 
recommend them to other technical writers. 
I also obligor of MMohsen Mostafa Jokar, who was translator 
to PPersian language. 
Reverse engineering may be critical skill not in very near 
future, but right now, if we would keep focus on notorious 
attacks on nuclear facilities and other well-known 
organizations. As it seems, cyberwar is real and we are 
fighting right now. It's not possible to analyze malware, 
backdoors, vulnerabilities and so on without Reverse 
engineering knowledge. Reverse engineering is also may 
be applied to more peaceful activities like learning how 
things are done and how to hack and improve them. I 
personally started as curios hacker and I got to know a 
huge part of my knowledge in this way. I hope my humble 
introduction will help you to start learning it. Like any 
other skill, one should learn whole lifetime, so this book is 
only start of never ending journey. Hope, you'll like it!" -- 
Dennis Yurichev 
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 1 

    CPU 

 

 

CPU             . 

  

 )Instruction:(    CPU  .    :    
      .    CPU    )ISA (   
 . 

  )Machine code :(  CPU       .     
  . 

  )Assembly language :(            
       . 

 CPU (CPU register) :        )GPR (  .  
x86   8    x86-64   16     ARM    16   .

                    . 
                  32  ) 64 
 (  .           ! 

                    
         .       

   C/C++ Java Python        CPU       
    .   CPU           
              .    
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    .            
     . 

1-1    ISA  

 x86 ISA   )opcode    (         
 64    x64     ISA  . x86 ISA   
            16  8086    

       . ARM        )RISC (  
                .    

ARM  4    . " ARM"  . 

             .     
                . 

 ISA     Thumb          2    .
 " Thumb"   .    ARM        

    Thumb     .      ARM  
 Thumb        . 

 ARM    Thumb         Thumb-2     
 ARMv7  .Thumb-2     2         

 4   .        Thumb-2   ARM  Thumb  . 
   Thumb-2             ARM 
  .          iPod/iPhone/iPad   

 Thumb-2   )     Xcode       
.(   64  ARM   . ISA  4        
Thumb   .   64  ISA             

   ARM   : ARM  Thumb )  Thumb-2 ( ARM64 . 
ISA                   
ISA   .           ARM ISA   . 

    ISA   RISC      32     PowerPC MIPS  
Alpha AXP. 



 

 2 

  
 

            .    : 

 1-2 : C\C++ 
int f() 
{ 
         return 123; 
}; 

     ! 

1-2  x86 

       x86        GCC  MSVC : 

 2-2 :GCC/MSVC   ) ( 

f: 
 mov eax, 123 
 ret 

       :   123     EAX      

         RET        . 

2-2  ARM 

    ARM   : 

 3-2 :       Keil 6/2013 ) ARM( 

f PROC 
        MOV      r0,#0x7b ; 123 
        BX       lr 
        ENDP 
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ARM   R0        123   R0   . 
       ARM ISA          . 
 BX LR       -       .  

   MOV       ISA x86  ARM  .    
   . 

3-2  MIPS 

     MIPS       :  )  $0  $31 (  
  )$V0, $A0   .(  GCC         : 

 4-2 :GCC 4.4.5   ) ( 

        j       $31 
        li      $2,123                  # 0x7b 

   IDA (Interactive Disassembler and debugger)        : 

 5-2 :GCC 4.4.5   )IDA( 

 jr      $ra 
 li      $v0, 0x7B 

 $2 ) $V0 (       .LI  " "  
MIPS  MOV .      )J  JR (      -

       $31 ) $RA (  .   LR  ARM .  
       )LI (   )J  JR (       

 RISC   "  "   .delay slot       
       .        ISA RISC   

      .  MIPS              
 )brunch (      /   .      

         . 

1-3-2     / MIPS 

  MIPS            .    
            ISA     
 . 
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 ! 

        "  C"  : 

#include <stdio.h> 
 
int main () 
{ 
    printf("hello, world\n"); 
    return 0; 
} 

1-3 x86 

 1-1-3   MSVC  

     MSVC 2010   : 

C1 1.cpp /Fa1.asm 

) /Fa           .( 

 1-3 :  MSVC 2010 

CONST SEGMENT 
$SG3830 DB 'hello, world', 0AH, 00H 
CONST ENDS 
PUBLIC _main 
EXTRN _printf:PROC 
 ;Function compile flags: /Odtp 
_TEXT SEGMENT 

_main PROC 
 push ebp 
 mov ebp, esp 
 push OFFSET $SG3830 
 call _printf 
 add esp, 4 
 xor eax, eax 
 pop ebp 
 ret 0 
_main ENDP 

_TEXT ENDS 
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MSVC           .        
 AT&T   )3-1-3(   . 

  1.obj       1.exe  .       : 
CONST  )  (  _TEXT ) .( 

 hello, world   C\C++   const char[]        .  
           $SG3830     . 

         : 

#include <stdio.h> 
 
const char $SG3830[]="hello, world\n;" 
 
int main () 
{ 
    printf($SG3830); 
    return 0; 
} 

     .              
     C\C++ .   )1-1-57 (    C   

 . 

     _TEXT       : main() . main()        
 )    (. 

      printf()   :CALL _printf.      )  
  (          PUSH      . 

   printf()     main()    )    (   
  .           ) ESP(     .ADD ESP, 4 

     4     ESP  .   4       32   
  4         .    x64     8   .  

ADD ESP, 4       POP       . 

   ) Intel C++ Compiler(     POP ECX    ADD   
)       Oracle RDBMS    Intel C++     

.(           ECX    .     
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    ADD ESP, x )1   POP   3  ADD (   Intel C++  
POP ECX   . 

      POP   ADD  Oracle RDBMS   : 

 2-3: Oracle RDBMS 10.2 Linux ) app.o( 

.text:0800029A                 push    ebx 

.text:0800029B                 call    qksfroChild 

.text:080002A0                 pop     ecx 

   printf()   C\C++  return 0  . return 0     
main()  .       XOR EAX, EAX   .   XOR  

"OR "         MOV EAX, 0  .      
    )2   XOR   5  MOV.( 

   SUB EAX, EAX            EAX   
  EAX         . 

  RET        .     C/C++   
        . 

2-1-3    GCC 

       C\C++    GCC 4.4.1    : gcc 1.c -o 1  
        IDA disassembler    main()    . IDA 

MSVC       . 

 3-3:    IDA 

main            proc near 
 
var_10          = dword ptr -10h 
 
                push    ebp 
                mov     ebp, esp 

                and     esp, 0FFFFFFF0h 
                sub     esp, 10h 
                mov     eax, offset aHelloWorld ; "hello, world\n" 
                mov     [esp+10h+var_10], eax 
                call    _printf 
                mov     eax, 0 
                leave 
                retn 
main            endp 
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   .   hello, world )    (    EAX 
         .       AND ESP, 

0FFFFFFF0h  .     ESP     16   .      
         )            
      4  16     CPU    .( 

SUB ESP, 10h   16         .      4 
    .              16    
.    )    (     PUSH      

  . Var_10 –         printf()  .    
 .   printf()  . 

 MSVC   GCC             
 MOV EAX, 0    . 

  LEAVE       MOV ESP, EBP  POP EBP .     
   (ESP)       EBP        .   

     )ESP EBP(       )  MOV EBP, ESP  AND ESP, 

0FFFFFFF0h(    . 

3-1-3:GCC     AT&T 

             AT&T   .   
   UNIX   . 

 4-3 :   GCC 4.7.3  

gcc -s 1_1.c 

   : 

 5-3 : GCC 4.7.3  

 .file "1_1.c" 
 .section .rodata 

.LC0: 
 .string "hello, world\n" 
 .text 
 .globl main 
 .type main, @function 

main: 
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.LFB0: 
 .cfi_startproc 
 pushl %ebp 
 .cfi_def_cfa_offset 8 
 .cfi_offset 5, -8 
 movl %esp, %ebp 
 .cfi_def_cfa_register 5 
 andl $-16, %esp 
 subl $16, %esp 
 movl $.LC0, (%esp) 
 call printf 
 movl $0, %eax 
 leave 
 .cfi_restore 5 
 .cfi_def_cfa 4, 4 
 ret 
 .cfi_endproc 
.LFE0: 
 .size main, .-main 
 .ident "GCC: (Ubuntu/Linaro 4.7.3-1ubuntu1) 4.7.3" 
 .section .note.GNU-stack,"",@progbits 

      )   .(          
      )   string        C  

  (null)   .(     : 

 6-3 : GCC 4.7.3 

.LC0: 
 .string "hello, world\n" 
main: 
 pushl %ebp 
 movl %esp, %ebp 
 andl $-16, %esp 
 subl $16, %esp 
 movl $.LC0, (%esp) 
 call printf 
 movl $0, %eax 
 leave 
 ret 

       Intel  AT&T   : 

         : 

    Intel    >> < > < < 
    AT&T   >> < > < <  
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         :         
      (=)            AT&T 

         ) ( . 

 AT&T  :       (%)        ($)    .  
    . 

 AT&T  :          : 

 q –  )64 .( 

 L –  )32 .( 

 W –  )16 .( 

 B –  )8 .( 

      :     IDA        
:  0FFFFFFF0h  $-16    .  16        

0x10      . -0X10   0xFFFFFFF0 )    32 ( . 

          MOV    XOR   0   . 
MOV         .   )      .( 

     “LOAD”  “STORE”       . 

2-3 x86-64 

 1-2-3    MSVC—x86-64 

  MSVC 64-bit    : 

 7-3 : MSVC 2012 x64 

$SG2989 DB 'hello, world', 0AH, 00H 

 
main PROC 
 sub rsp, 40 
 lea rcx, OFFSET FLAT:$SG2989 
 call printf 
 xor eax, eax 
 add rsp, 40 
 ret 0 
main ENDP 
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 x86-64    64           R  .  
    )        / (      
       )fastcall   3-64.(       

        .  64       RCX RDX R8  R9 
 .         .  printf()        
      RCX  . 

  64        64  )  R (   .  
     32      E  . 

     RAX/EAX/AX/AL   x86-64  : 

0th 1st 2nd 3rd 4th 5th 6th 7th ) ( 
x64RAX 

EAX  
AX  

AL AH  
 main()                   

C\C++  32       EAX    )   32  (   RAX 
 .  40          . " "  

      1-2-8  . 

2-2-3     GCC—x86-64 

  GCC    64     : 

 8-3 : GCC 4.4.6 x64 

.string "hello, world\n" 
main: 
 sub rsp, 8 
 mov edi, OFFSET FLAT:.LC0 ; "hello, world\n" 
 xor eax, eax  ; number of vector registers passed 
 call printf 
 xor eax, eax 
 add rsp, 8 
 ret 
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            Linux *BSD  Mac OS X   
 .     RDI RSI RDX RCX R8 R9        

 .      EDI ) 32  (    .    64  RDI 
  

         MOV   64      32   
   32      .  MOV EAX, 011223344h     

  RAX          .     (.o)   
       : 

 9-3 : GCC 4.4.6 x64 

.text:00000000004004D0                                          main  proc 
near 
.text:00000000004004D0 48 83 EC 08                     sub     rsp, 8 
.text:00000000004004D4 BF E8 05 40 00                mov     edi, offset 
format ; "hello, world\n" 
.text:00000000004004D9 31 C0                       xor     eax, eax 
.text:00000000004004DB E8 D8 FE FF FF             call    _printf 
.text:00000000004004E0 31 C0                          xor     eax, eax 
.text:00000000004004E2 48 83 C4 08                     add     rsp, 8 
.text:00000000004004E6 C3                                    retn 
.text:00000000004004E6                                          main  endp 

        EDI   0x4004D4   5     .
     64     RDI  7     .   GCC  
        .             
   4    . 

    EAX     printf()  .        
       EAX  : "      

       ". 

3-3 GCC –    

        C             
 C          :        

  . 
       : 
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#include <stdio.h> 
 
int f1() 
{ 
 printf ("world\n"); 
} 
 
int f2() 
{ 
 printf ("hello world\n"); 
} 
 
int main() 
{ 
 f1;() 
 f2;() 
} 

  C\C++ ) MSVC(           GCC 4.8.1 
    : 

 10-3: + GCC 4.8.1   IDA 

f1              proc near 
 
s               = dword ptr -1Ch 
 
                sub     esp, 1Ch 

                mov     [esp+1Ch+s], offset s ; "world\n" 
                call    _puts 
                add     esp, 1Ch 
                retn 
f1              endp 
 
f2              proc near 
 
s               = dword ptr -1Ch 
 
                sub     esp, 1Ch 

                mov     [esp+1Ch+s], offset aHello ; "hello  "  
                call    _puts 
                add     esp, 1Ch 
                retn 
f2              endp 
 
aHello          db 'hello  '  
s               db 'world',0xa,0 

   “hello world”               

puts()     f2()                
           ""   . 
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  puts()  f1()     “world”     .puts()  
            ! 

     GCC         . 

4-3 ARM 

    ARM      : 

       (embedded) Keil      6/2013 . 

   Apple Xcode 4.6.3 ) LLVM-GCC 4.2 .( 

 GCC 4.9 (Linaro)  ARM64         
http://go.yurichev.com/17325    . 

       32  ARM )  Thumb  Thumb-2(  
    32          64  ARM   

   ARM64   . 

1-4-3  Keil 6/2013   ) ARM( 

       Keil   : 

Armcc.exe --arm --c90 -00 1.c 

 armcc             ARM   
             " "  .   

    IDA . 

 11-3:   Keil 6/2013 )  ARM(   IDA 

.text:00000000             main 

.text:00000000 10 40 2D E9    STMFD   SP!, {R4,LR} 

.text:00000004 1E 0E 8F E2    ADR     R0, aHelloWorld ; "hello, world" 

.text:00000008 15 19 00 EB    BL      __2printf 

.text:0000000C 00 00 A0 E3    MOV     R0, #0 

.text:00000010 10 80 BD E8    LDMFD   SP!, {R4,PC} 
 
.text:000001EC 68 65 6C 6C+aHelloWorld  DCB "hello, world",0    ; DATA XREF: 
main+4 
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           4   .      ARM 
     .Thumb  

   STMFD SP!, {R4,LR}    PUSH  x86       
)R4LR(     .    armcc      PUSH {r4,lr} 

        . PUSH    Thumb      
      IDA  . 

   SP )  (            
   .    R4   LR )   (     SP 

  . 

  )   PUSH   Thumb (        
       .         x86  . 
    STMFD     PUSH )    (   

  SP         .   STMFD       
       . 

 ADR R0, aHelloWorld      PC ) (       
hello,world         .      PC    

    "   "  .          
   .         PC .  ADR     

              .   )(    
             .      
           C         
  ) PC( . 

 BL __2printf  printf()    .         : 

   BL (0xC)   LR ) (  . 

        PC    printf()  .  

   printf()                
  .            LR  . 
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       RISC “”  ARM  CISC   x86   
      . 

     32         32  BL     
 24    .           ARM  4  )32 
( .            4     2     

 )    (     .  26     . 
    PC  ±  32M   . (Current_PC ±  32M)   

    MOV R0, #0   0     R0.      C  0  
      R0    . 

  LDMFD SP!, R4,PC   STMFD        R4  PC  
 )    (      SP    .    POP 

 .       STMFD   R4   LR      
 R4  PC    LDMFD   . 

                 LR   
.             printf()    
  main() .           PC     

           . 

   main()      C/C++          CRT 
)   C(        .       

 BX LR     . 

DCB   )(           ASCII      
 DB    x86 . 

2-4-3 Keil 6/2013  )  Thumb(   

      Keil   Thumb      : 

Armcc.exe --thumb --c90  -00 1.c 

 IDA : 

 12-3: Keil 6/2013 )  Thumb(    + IDA  

.text:00000000             main 


